MMHUCTEPCTBO HAYKHU U BBICIHIEI'O OBPA30OBAHUS POCCUMCKOM ®EJEPALIN
DenepabHOE TOCYAAPCTBEHHOE ABTOHOMHOE 00pa30BaTe/ibHOE YUpeKIeHne
BbICIIEr0 00pPa30BaHUSA

[Tpunoxenue 4
k OIIOII BO 01.04.04 ITPUKIIAIHASA MATEMATUKA,

npoduis "MareMaTH4ecKue METO/Ibl B HICKYCCTBEHHOM HHTEIUICKTE
M aHaJIM3€e JaHHBIX"

Pabouas nporpammMa AUCHUILIAHBI (MOTYJIs)

CoBpeMeHHBbIE TeXHOJIOTUM 3AINUTHI HHpOpMaIUU

3akperieHa 3a moapasieJeHueM Kadenpa nHHOKOMMYHHUKAIIMOHHBIX TEXHOJIOTHIt
Hampasnenne moaroroBku 01.04.04 ITPUKJIAJHASI MATEMATHUKA
Ipouns MaremaTrueckre MeTO bl B ICKyCCTBEHHOM WHTEIUIEKTE W aHAIHM3€ JaHHBIX
Kpanuduxarus Maructp
®dopma o0ydeHust OuHast
Oommas TpyIoeMKOCTh 53ET
YacoB 1o yueOHOMY IIaHy 180 @DopMBI KOHTPOJISI B CEMECTpax:
B TOM UHCJIE: 9K3aMeH 1
ayJIMTOPHBIE 3aHATHS 34 Kypcosas pabota 1
caMOCTOsITeNbHAs paboTa 110
4acoB Ha KOHTPOJIb 36

Pacnpeueneﬂne YacoB JUCHUILJIMHBI 110 CeMeCTpaM

Cemectp
(<Kypc>.<CemecTtp Ha 1(11)

Kypee>) Hroro

Henenp 18

Bun 3ansaruit vI PIT vI PIT

Jlexuuu 9 9 9 9
IIpakTuueckue 25 25 25 25
HUroro ays. 34 34 34 34
KonrakrtHast pabora 34 34 34 34
Cawm. pabora 110 110 110 110
Yacel Ha KOHTPOJIb 36 36 36 36
Htoro 180 180 180 180




ITporpammy cocTaBuI(1):

Cmapwuii npenodasamensv, baxapog Jleonud Egumosuy

Pabouas nmporpamma
CoBpeMeHHbI€E TEXHOJIOTHH 321U ThI HHGOpMaLUH

Paspaborana B coorBerctBuu ¢ OC BO:

CaMOCTOSTENBbHO yCTaHABIMBAaEMBbIH 00pa30BaTENILHBIN CTAaHIAPT BBICIIEr0 00pa3oBaHus - Marucrparypa ®enepanbHoe
rOCyZIapCTBEHHOE aBTOHOMHOE 00pa30BaTeNbHOE YUPEXKICHHE BRICIIETro 00pa3oBanus «HarmoHanbHEIH HcCIe10BaTeNbCKHI
texHosornueckuii yausepcuretr «MUCHC» no nanpasienuto noarorosku 01.04.04 TIPUKIIAJTHASI MATEMATUKA (npuka3 ot
02.04.2021 r. Ne 119 0.B.)

CocraBjieHa Ha OCHOBaHUU y'{€6HOFO IJi1aHa:

01.04.04 TIpuknagaas Mmatemaruka, 01.04.04-MITM-24-1.plx Marematindeckne METOIBI B HCKYCCTBEHHOM MHTEJIEKTE U aHAITH3E
JaHHBIX, yTBep>kaAeHHOro YueHsM coBetoM HUTY MIUCHC B cocraBe cootBercTytomeii OITIOII BO 22.06.2023, npoTtokon Ne 5- 23

VYrBepxnena B cocrase OIIOII BO:

01.04.04 Ipuknagnas maTemMaTnka, MaTemMaTndecKiue METObI B HICKYCCTBEHHOM MHTEIUIEKTE M aHAIHM3E TaHHBIX, YTBEPKACHHON
VYuensim coBetom HUTY MUCHC 22.06.2023, nporokon Ne 5-23

Pabouas nporpamma oroOpeHa Ha 3aceJaHuN

Kadenpa napokoMMyHHKAIIMOHHBIX TEXHOJOTHIA

IIporokoin ot 12.04.2023 r., Ne9

PyxoBoautens noxnpasnenenus Kysnenosa Kcenust Anexcanaposna



1. HEJIX OCBOEHUA

1.1|[enb0 OCBOCHUS TUCIMIUIMHBI SBJISETCS 00y4eHHE CTYICHTOB METo/IaM 00eCIIeYeHHs 3alUThl HHPOPMALIUH B
COBpEMEHHBIX HHpOopMannoHHbIX cuctemax (MC), GyHKIMOHUPYIOMINX B YCIOBUIX BHEIIHMX M BHYTPEHHHUX yrpo3
UHPOPMAIMOHHOH 0€30MacHOCTH. DTO IaCT BO3MOXKHOCTh OyIylIeMy MarucTpy riryooKo MOHUMaTh ()YHKIIMOHUPOBaHHE
MEXaHU3MOB 3allIUThl HHPopManun B coBpeMeHHbIX VIC, a Takke pemars BONpockl HOPMUPOBAHHS TTOJTUTHKH
6€301aCHOCTH, BO3HHUKAIOIIHE B XO/€ MPOCKTUPOBAHMs U SKCIuTyararmu nepcrnektuBHbix C. CryneHTts! OyayT yMeTh
BBIOMPATh HEOOXOAUMBIE TPOTOKOJIBI OE30IIACHOCTH M [IPEUIAraTh COBPEMEHHBIE METO/IbI 3aIITHI OT HOBBIX yIPpo3
UH()OPMAIIMOHHON 6€30MaCHOCTH; MPUMEHATh METOIbI 3aIIUTHI I(PPOBOr0 KOHTEHTA OT YIPO3 MOTUPUKAIINH
HECaHKIIMOHUPOBAaHHOTO MCHONB30Banus pu nmoctpoeHnu VIC; pa3pabaThiBaTh METOANKH IOCTPOCHHS IIPOTPAMMHOMN U
anmapaTHON pean3alii 3alluThl KOPIOPATHBHON CETH C yI€TOM MIPUMEHEHHUS 00JIAauHBIX TEXHOJIOTHIT; MOACIUPOBAThH
paboTy aIropuTMOB 3aIUTh HHGOPMALUK Ha 6a3e MATEMaTHIECKOro anmnapara AMHaAMHYIECKAX TUCKPETHBIX CHCTEM;
aHAM3UPOBATh PUCKH (HYHKIIMOHUPOBAHKS CHCTEM 3aLIUTHI HHPOPMAIIUH.

2. MECTO B CTPYKTYPE OFPA30BATEJIbHOM ITPOI'PAMMBI

Bbnok OIT: |B1.0

21 TpeGoBaHus K NpeABAPHUTEIbHON NOATOTOBKE 00y4alOLIerocs:

2.2 Jucuuniannsl (MOLYJIM) M NPAKTHKH, 1JI KOTOPBIX OCBOEHHE JAHHOM IMCHUILTUHEI (MOIYJs1) HEOOXOAMMO KaK
npeauIecTByIonee:

2.2.1 |AnropurMuszanus U NIporpaMMHpOBaHUE

2.2.2  |HckyccTBeHHBINH HHTEIUICKT B 3371a4ax paclo3HaBaHUs 00pa3oB

2.2.3 |Meroas! aHanM3a 1 00pabOTKU €CTECTBEHHOTO S3bIKA

2.24 |Meronbl MalIMHHOTO O0yYEeHHUS

2.2.5 |HayuHo-uccrnenoBareibckas MpaKkTHKA

2.2.6 |IIpousBoacTBEeHHAs MPAKTHUKA

2.2.7 |biok4eiiH - TEXHOJIOTHUH

2.2.8 I/IHTCJ’IJ’ICKTyaJ’ILHLIC ABTOHOMHBIC U MYJIbTUAaIr€HTHBIC CUCTEMBbI

2.2.9 |HckyccTBeHHBINH HHTEIICKT B KOMITBIOTEPHBIX UTPax

2.2.10 |HckyccTBEHHbIH HHTEIUIEKT B MEMIIHE

2.2.11 |HckyccTBEHHbIH HHTEIUIEKT B (PMHAHCOBBIX TEXHOJIOTHSAX

2.2.12 |MammuHOe 00yuenue u Metoponorus DevOps npu pa3paboTKe CHCTEM HCKYCCTBEHHOT'O HHTEJIEKTa

2.2.13 |HayuHo-uccnemoBareibckas pabota

2.2.14 |CucreMHbIii OAXOA U reHepalys 3HaHUH B MHHOBAIUAX

2.2.15 [CoBpemeHHBIC YCTPOUCTBA LIECHTPOB 00OPAOOTKH OONBIIMX JaHHBIX

2.2.16 MeTO,HBI HUCKYCCTBEHHOI'O MHTCJUICKTA B pO60TOTeXHI/I‘-IeCKI/IX CUCTEMax

2.2.17 |TloaroroBka K IpoIeype 3allUThl U 3aIUTa BBITYCKHOW KBAJM(HUKALIMOHHON pabOThI

2.2.18 |IIpenaumniomMHasi IpaKkTUKA

2.2.19 CDI/IHOCO(I)I/IH, METOA0JIOTHUA U COBPEMEHHBIC TPEHABI UCKYCCTBEHHOI'O MHTCJVICKTA KaK HAYKH

3. PE3YJIbTATBI OBYYEHUS 11O JTUCHUIIJIMHE, COOTHECEHHBIE C ®OPMHUPYEMbIMH
KOMIIETEHIIUSIMHA

IIK-3: Cnioco0en oGecne4yuBaTh OPraHU3aHOHHOE U TEXHOJIO0THYECKOe ofecnedeHne KOAMPOBaHHs HA sI3bIKAX
NpOrpaMMHPOBAaHNS B PAMKaX BbINOJHEHHUs padoT U yIpaBJeHUI0 padoTaMH 110 CO3AaHUI0 (MOAN(DUKALMK) U
conposoxaenuio UC.

3HaTh:

ITK-3-31 MeTozp! 3aMThl IPOrpaMMHOT0 00eCHeYeH s OT Yrpo3 HHPOPMALIMOHHOH 0€3011aCHOCTH, METO/IbI 3aIIUTHI aBTOPCKUX NTPaB
Ha IU(POBOIT KOHTEHT

ITK-3-32 OcHOBHBIE METOAUKH aHATH3a PUCKOB HH()OPMAMOHHOW 0€30MacCHOCTH Ha MPEINPUITHN

ITK-3-33 TumnoBsle TPOrpaMMHO-aNNapaTHbIE CPEACTBA U CUCTEMBI 3aIIUTHl HHYOPMAIMN OT HECAHKIIMOHUPOBAHHOTO JIOCTYNA B
KOMIIBIOTEPHYIO CPey; BHIbI yTpo3 MHMOPMAIOHHEIX CHCTEM H METOIBI 00ecIIeueHIs HH(POPMAIIMOHHOH 6€30TaCHOCTH; IIPUHITAITBI
obecrieueHust HHPOPMALMOHHON 0€301IaCHOCTH YIPaBICHUS MIPEANPUATAEM; IPHHIIHIIBI 3alUTH HHOPMALUHU U oOecTieueHUs
nH(OpMaLOHHON 0€30IaCHOCTH, CBEIEHUS 00 OCHOBHBIX yrp0o3ax UH(GOPMALHOHHON O6€30IaCHOCTH M UX UCTOUHMKAX

OIIK-1: Cnioco0eH 00001aTh M KPUTHYECKH OLCHUBATD OIIBIT U Pe3y/IbTAThI HAYYHBIX HCCJIE0BAHUI B 00/1aCTH NPUKJIATHOM
MaTeMaTHKH, HA OCHOBe 3HAHMIT PyHAAMEHTAJIbHBIX HAYK, B MEKAHCHUITHHAPHBIX 00J1aCTAX

3HaTh:

OIIK-1-31 MeToasl MOAEINPOBaHUS IOBEICHUS HApyMUTeNs HHGOPMaOHHON Oe30nacHOCTU. IIpUHIMIBI TOCTPOEHUS U




¢byHkuronuposanus cereit Iletpu

OIIK-1-33 OCHOBHBIC KBaHTOBO-MEXaHHYESCKUE PHHIIHITB, JISKAIHE B OCHOBE MOCTPOCHHSI KBAHTOBBIX CHCTEM 3allUTHI
HHPOPMALTUH

OITK-1-32 CoBpeMeHHbIE METO/IbI KPUIITOTPAdHUUECKON U CTeraHOTpahuIeCKOi 3aluThl HHPOPMAITH

IIK-3: CnocodeH ofecneynBaTh OPraHU3alMOHHOE H TeXHOJI0rH4eckoe ofecneyeHHe KOAUPOBAHMSA Ha A3bIKAX
NPOrpaMMHPOBAaHHSI B PAMKAX BBINOJHEHHUsI PA0OT M YNIPaBJIeHUIO PaG0TaMH 10 CO3AaHUI0 (MOAH(UKALMH) U
conposoxaeHuio UC.

YMeThb:

[TK-3-V1 Ucnonb30BaTh KOHIETIIUIO YIPABICHHUS PUCKAMH TP aHAIN3E 3al[UIICHHOCTH HH()OKOMMYHUKAIIMOHHOHN CTPYKTYPhI
MIPEIIPHUITHS

ITK-3-Y2 AHanu3upoBath yrpo3bl HHPOPMANMOHHOW 0E30MACHOCTH U YSI3BUMOCTH CUCTEM 3aIllUThl HH()OPMAIHH, CTPOUTH MOJIENb
MHPOPMAITMOHHON 0€30MaCHOCTH C TOJIHBIM ITEPEKPHITHEM YTPO3

[TK-3-Y4 MonenupoBath NOBEACHUE HAPYIIUTENS ¢ IOMOILIBIO ceTu [leTpu

[K-3-V3 IIpumensats MeToab! [lapeTo-onTHMH3ALKY B CUCTEME MTOIACPIKKY TIPUHSTHS PEIICHHH B 00JIaCTH MPOCSKTUPOBAHUS
CUCTEMBI 3aIIUTHl HH)OPMAIUK HA TPEATIPUATHI

OIIK-1: CnocoGen 06001aTh 1 KPUTHYECKH OLIEHUBATH ONBIT U Pe3yJILTATHI HAYYHBIX HCCIeJOBAHNI B 00,1aCTH NPUKJIATHOMI
MaTeMaTHKH, HA OCHOBE 3HAHMIi (PyHIaMEHTAIBHBIX HAYK, B MEXKINUCIHUILIMHAPHBIX 00J1aCTAX

YMeTh:

OITK-1-Y3 IIpou3BoauTh BCTpauBaHue NUA(POBBIX BOASHBIX 3HAKOB B MYJIbTHMEAUHHBIC H IPOTPaMMHbIC (Daiiibl

OI1K-1-Y2 [Ipou3BoIuTh pacyeT KpUTHUECKON JUTMHBI JIMHUY CBsA3U pu PNS-aTake Ha KBaHTOBBIH KaHal

OI1K-1-Y1 IlpumMeHsTh NpocTeiiiue MeToAbI mu(poBaHus U Aenn(poBaHKs TEKCTOBON HH(OPMAIIMH, UCTIOIB30BaTh MPOTOKOJIBI
pasienieHus U pa30UeHuUs CeKpeTa

IIK-3: CnocoGen o0ecieunBaTh OPraHU3alMOHHOE M TEXHOJIOTHYECKoe o0ecreyeHne KOAUPOBAHUSI HA SI3bIKAX
NpPOrpaMMHPOBAaHNS B PAMKAaX BBINOJHEHHs Pa0oT U YIPaBJeHHIO pa60TaMM 10 cO3AaHMI0 (MOAN(UKAINN) U
conpoBoxaenuo UC.

Baagern:

ITK-3-B1 Meroaukoii aHam3a puCKOB HHPOPMAIIMOHHOM 0€30I1aCHOCTH NP MOCTPOESHHU CUCTEMBI 3aIIUThl HH)OPMAIHH

OIIK-1: Cnioco6en 06001aTh 1 KPUTHYECKH OLEHUBATH ONBIT U Pe3yabTAThl HAYYHBIX HCCJIEI0BAHUIA B 00/1aCTH MPUKJIATHOT
MaTeMaTHKH, HA OCHOBE 3HAHMIi ()yHTIAMEHTAJILHBIX HAYK, B MEKIMCIUTIIMHAPHBIX 00J1aCTAX

Baagern:

OIIK-1-B1 MeToaukoii reHepaliu MCeBIOCTyJaiHbIX MTOCIEA0BATEIHHOCTEH IS JaTbHEHIIIEro NCTIOIh30BaAHMS B
KpUNTorpahu4ecKux airopurMax

4. CTPYKTYPA U COJEPKAHHE

Koan |HammenoBanme pasnesio u| Cemectp | Yacos | @opmupyemsie |JIutepatypa n| llpumeyanne | KM | Beimoan
3aHATUSA TeM /BUA 3aHATHS/ / Kype HHIMKATOPBI | 3JI. pecypchl sieMble
KOMIeTeHIUH padoTsl
Pazgen 1.
Kpunrtorpajpuueckas
3ammTa nHGopManuH
11 [Ipobnembl coBpeMeHHOH 1 2 OIIK-1-32 JI1.4 J11.5
kpuntorpaduu /Jlex/ JI1.7J12.2J13.6
€
1.2  |H3y4yeHue NpoOTOKOJIOB 1 2 OIIK-1-V1 JI1.4 J11.5
pa3OueHus ceKpeTa. JI1.7J12.2J13.6
Brimonmaenue pa3aena 1 21
IpakTHIecKoi paboTs! Ne 1
Mp/
1.3 W3y4enue npoToKoJIoB 1 1 OIlK-1-V1 JI1.4JI1.5 P1
pa3feNeHus CEeKpeTa. JI1.7J12.2J13.6
Brimonnenue pazgena 2 €]
IIpakTHIecKoi paboTs! Ne 1
Mp/
1.4 |TloaroroBka K 3amuTe 1 4 OIIK-1-32 OIIK | JI1.4 JI1.5 KM1
pakTU4ecKoi paboTsl Ne 1 -1-V1 JI1.7J12.2J13.6
/Cp/ €|




1.5 [IIpakruueckas padota Ne 2. 2 OIIK-1-V1 JI1.4 J11.5 P2
N3yuenne mudpa [neidepa JI1.7J12.2J13.6
Mp/ €]

1.6 [TloaroroBka K 3ammre 4 OIIK-1-32 OIIK| JI1.4J11.5 KM2
MPaKTHIECKOH padoTsI Ne 2 -1-V1 JI1.7J12.2J13.6
/Cp/ 31

1.7  |IIpaxtuueckas pabora Ne 3. 2 OIIK-1-V1 J1.4J11.5 P3
Jeurndpopanue mudpa JI1.7J12.2J13.6
IIPOCTOH NEPECTAHOBKY NPU 31
oMoy Metoza ourpamm /TIp/

1.8 IToaroToBKa K 3amure 4 OIIK-1-V1 JI1.4 J11.5 KM3
MPaKTHIeCKOH paboTsl Ne 3 OIIK-1-32 JI1.7J12.2J13.6
/Cp/ 31

1.9 [IIpaxtuueckas pabora Ne 4. 2 OIIK-1-B1 JI1.5J12.1J13.6 P4
N3y4enne pernctpos cipura 21
C IMHEHHON 00paTHOM CBS3bIO
KaK TeHepaTopoB
nceBpocydainelx yucen /Ilp/

1.10 |IToaroroBka k 3amure 4 OIIK-1-32 OIIK | JI1.5J12.1J13.6 KM4
IpakTU4ecKoi paboTs! Ne 4 -1-B1 31
/Cp/
Paznen 2. MoapeaupoBaHue
CHCTEM 3aIIUTHI
uHpoOpManun

2.1  |Puck-opueHTHPOBaHHBII 2 MK-3-32 JI1.6J12.6J13.2
HOAXOM B CUCTEMaX 3aIllUThI 31
uHpopmaruu /JIex/

2.2 |O030p METOAUK aHAIHN3a 1 IK-3-32 JI1.6J12.6J13.4
PHUCKOB B CHCTEMaX 3allUThI 91
unpopmarmu /Jlex/

2.3  |IIpakrtuueckas padota Ne 5. 2 IK-3-V2 JI1.6J12.7J13.2 PS5
Nzydyenne momenn 21
UH()OPMAITIOHHON
0€301acHOCTH C MOJHBIM
nepexpbITHeM yrpos /TIp/

2.4  [TloaroroBka k 3amuTe 4 [K-3-32 [IK-3- | JI1.6J12.7J13.2 KMS5
MpaKkTUUecKon padboTel Ne 5 Vv2 21
/Cp/

2.5 |IIpakrtuueckas padota Ne 6. 2 IK-3-Y1 JI1.6J12.6J13.2 P6
AHanm3 puckoB 21
MH()OPMAITIOHHON
6e3onacunoctu /TIp/

2.6 |IomroroBka k 3amuTe 4 ITK-3-32 TIK-3- | JI1.6J12.6J13.2 KM6
MPaKTHIeCKOH paboTsl Ne 6 Vi €]
/Cp/

2.7 |BrmonHEeHHE KypcoBOH 62 | IIK-3-32 IIK-3- | JI1.6J12.6J13.3 KM13 P13
paboThI IO aHAIM3Y PUCKOB B1 OIIK-1-31 2192
WH(POPMAITUOHHOM
6e30MacHOCTH Ha 33laHHOM
oowekte /Cp/

2.8  |IlIpakruueckas padota Ne 7. 2 MK-3-V3 JI1.6J12.3 P7
N3yuenne cucremsl JI2.4J13.7
MO IICPKKU TIPUHSATHUS D1

pelieHuid B 061acTu
MPOEKTHUPOBAHUS CUCTEMBI
3aIUTHl MHPOPMAIIUK Ha
npennpustuu /1Ip/




2.9 TloaroroBka K 3amure ITK-3-32 I1K-3- JI1.6J12.3 KM7
IIpaKTHIecKol paboTsl Ne 7 V3 J12.4J13.7
/Cp/ 21
2.10 |IIpaxrmyeckas pabora Ne 8. I1K-3-Y4 JI1.6J12.7J13.2 P8
PaspaboTka cuieHapueB 21
JEUCTBUM HApyLIUTENS
UHPOPMAITMOHHOH
0e301acHOCTH ¢
ucmonb3oBanueM cetu [letpu
Mp/
2.11 |IToaroToBka K 3aIuTe IIK-3-32 [IK-3- | JI1.6J12.7J13.2 KMS
MIPaKTU4eCcKoi paboTsl No 8 Y4 OIIK-1-31 o1
/Cp/
Pa3nen 3. 3ammra
1u(ppoBOro KOHTEHTA OT
Yrpo3 HH()OpManMOHHOK
0e30macHOCTH
3.1 |TexHonoruu 3auIUTHI MK-3-31 [IK-3- | JI1.1 JI1.3J13.1
3JIEKTPOHHOTO 33 OIIK-1-VY3 JI3.4 J13.6
JnokymeHToobopora /Jlex/ €]
3.2  |IIpaktuueckas padora Ne 9. OIIK-1-Y3 | JI1.1 JI1.3J13.1 P9
3amuTa mporpaMMHOTO JI3.4J13.6
ofecrneyeHns: MeTolaMu 21
creranorpaduu /I1p/
3.3 [|[loaroroBka k 3ammure OIlK-1-Y3 | JI1.1 J11.3J13.1 KM9
pakTHIecKoi paboTsl Ne 9 OIIK-1-32 JI3.4 J13.6
/Cp/ €]
3.4  |IIpaktuueckas padora Ne 10. OIIK-1-Y3 | JI1.1 JI1.3J13.1 P10
3amura eKTPOHHBIX JI3.4J13.6
JIOKYMEHTOB C €]
HCIIONb30BaHUEM IIH(POBBIX
BOJIsIHBIX 3HaKOB /TTp/
3.5 [|[loaroroBka k 3amure OIlK-1-Y3 | JI1.1 J11.3J13.1 KM10
npakTHaeckoit paboter Ne 10 OIIK-1-32 JI3.4J13.6
/Cp/ €]
3.6  [|[Ipakruueckas pabora Ne 11. OIlK-1-Y3 | JI1.1 J11.3J13.1 P11
CTEeroKOMILIEKCHI, JI3.4 JI3.6
JIOTTYCKAIOLINE NCII0JIb30BaHUE €]
aynuokoHreitHepos /T1p/
3.7 |lloaroroBka K 3amure OIIK-1-Y3 | JI1.1 JI1.3J13.1 KM11
pakTudeckoi paboTsl Ne 11 OIIK-1-32 JI3.4 J13.6
/Cp/ 31
Pasnen 4. KBantoBble
TEXHOJIOTHY 3aIUThI
uHdopmManun
4.1 |KsantoBas kpunrorpadus u OIIK-1-33 JI1.2J12.5J13.5
MEePCIEKTUBBI KBAHTOBBIX 21
TEXHOJIOTHH 3aIUThI
nHpopmanyu /JIex/
4.2 Ipakruyeckas padora No 12. OIlK-1-Y2 JI1.2J12.5J13.5 P12
Pacuer kputHyecko AJIUHBI D1
nHuH cBs3u pu PNS-atake
Ha KBaHTOBBIH KaHa
Mp/
4.3 |llogroroBka K 3amure OIIK-1-33 OIIK | JI1.2J12.5J13.5 KM12
HpaKkTHdecKkoit padorst Ne 12 -1-v2 €]

/Cp/

5. ®OH1 OHEHOYHbBIX MATEPHUAJIOB




5.1. KontpoJibHbie MeponpusTus (KOHTPOJIbHAsI padoTa, TeCT, KOJUIOKBUYM, 9K3aMeH U T.II), BONPOCHI [JIsl CAMOCTOSITeJIbHOI

MOArOTOBKH

Kon
KM

KonTponsnoe
MEpOTIPHUATHE

[IpoBepsiembie
WH/IUKaTOPBI
KOMITETEHIIU I

BOHpOCLI JJI IIOAIrOTOBKHU

KMI1

3amumra
MPAKTHIECKOM
pabotsr Ne 1.

OIIK-1-32;0IIK-1- V1

Ji1s uero He0OXOIUMO NMPUMEHEHHE MU (PPOBAHUS C OTKPHITHIM KITIOYOM
B TalfHBIX MHOTOCTOPOHHUX BBEIYHCICHHSIX ?

Kak npoucxomut reHepaius Kirodei B anroputme RSA?

Yro o3nayaet (M, N)—TIOpOroBas cCxeMa pas3aeieHus CEKpeTa.
Ha3HaueHue HHTEPIOIAIMOHHOTO NoJAMHOMA Jlarpanxa.

CymHoCTh KUTaHCKON TeopeMbl 00 OCcTaTKax.

YeM oTinuaeTcs pa3OMeHNE CEKpeTa OT pas/elieHUs cekpeTa?

UeM oTinuaeTcst pa3OMeHre CeKpeTa OT TaWHBIX MHOTOCTOPOHHUX
BBIUKCIICHUI?

KM2

3ammra
MPAKTHIECKOM
pabotsr Ne 2.

OIIK-1-32;0IIK-1- V1

K xakomy knaccy mudpos otHocutces mudp Ineiidepa? Yiaxure
0COOEHHOCTH TOJOOHBIX MIK(POB.

Onuute npoueayps! MudpoBaHus U pacinppoBaHUs 10 METOAY
[nefidepa.

O1eHuTe KPUIITOCTOMKOCTh N3yYEHHOT0 METO 1a MU(POBaHUS U
BO3MO>KHOCTH UCIIOJIb30BaHUS NTOJOOHBIX METOJIOB B COBPEMEHHBIX
KPUNTOCHCTEMAX.

3amudpyiite cBoro hamunuio muppom Ineidepa Bpyunyto. CpaBHHTE
Pe3yIbTaThl PYyJIHOTO MIA(POBAHNSA U IIOTYICHHBIE C TIOMOIIBIO
nporpammsl Playfair.exe.

KM3

3amura
MPAKTUYECKON
paboter Ne 3.

OIIK-1-32;0IIK-1- V1

B uem 3akiodaeTcs OINMCaHHBIN B pab0oTe METOA BCKPBITUS
KpunTorpamMm?

B yem 3akimouaercst meto mudpoBanus (pacndpoBaHus) ¢
UCIIOJIb30BaHMEM TepecTaHOBOK? Kakue mepecTaHOBOYHBIE METO/IBI
mudpoBaHUs BbI 3HaeTe?

[MpuBenuTe MpUMeEphl UCTIOIB30BAHMUS ANTOPUTMA IIEPECTAHOBKH B
COBPEMEHHBIX CHMMETPUYHBIX KPUNITOCUCTEMAX.

Kaxkue TpebOBaHMS K HCXOIHBIM TEKCTaM U JUIMHAM KITIOUeH
mudpoBaHus obecnedaT MaKCUMaIbHBIN 3¢ (KT AT UCTIONb30BaHUS
W3y9YEeHHOTO MeTOo/a AeIU(ppPOBaHHs?

KM4

3ammuTa
MPAKTUYECKON
pabotel Ne 4.

OIIK-1-B1;0IIK-1- 32|Yto Takoe M-niocienoBarenbHocTh? KakoBel ee cBoiicTBa? Kakas

OTBOJIHAS NOCIIEI0BATEIBHOCTD MO3BOJIIET €€ Moay4dnuTh? OnuiuTe
nporiecc padbotsl yerbipexouroBoro PrCcJIOC: otkyna Gepercs
BBIXOJHOM OWT M KaK GpopMHUpYeTCs NCeBIOCTyqaiiHas
MOCJIE0BATELHOCTD, KAK IIPOUCXOIUT CIABHUT PETUCTPA, KAK MEHSETCS
€ro COCTOSIHME, KaKk o0pa3yeTcst OUT GyHKIHMU 0OpaTHOH CBS3U
(npuBenute Tabnuiy uctuHHocTH s onepaunn XOR ot 1, 2, 3, 4
TIEPEeMEHHBIX )

Uro omnpenenser coiictBo nepuoandHoctu PrCcJIOC? Ot yero 3aBucur
niepron PrCcJIOC? Kakue MHOTOUJICHEI SIBISTFOTCSI HEMTPUBOIMMBIMH TI0
Moayimo 2? I'e u A1 4ero uX MO>KHO MPUMEHSTH Ha IPAaKTUKe?

Yro BXOAUT B MOHATHE «JIMHEHHAsK CII0KHOCTH OUHAPHO#
nocienoBaTesbHOCTH»? Kak ee MOKHO MCIOJIb30BaTh /sl OLICHKU
MCeBAOCTyYaifHON OnHapHOI mocienoBarenbHOCTH? UTO onpenensier
cBoiictBo nepuoanyHoctu PrCcJIOC? Ot uero 3aBUCHT MEPUOLT
PrCcJIOC?

UYro Takoe 0TBOJIHAsI MOCIEN0BATENBHOCTH? JIJ1sl 4ero OHa Hy’KHA B
PrCcJIOC u Ha kakue ero napamerpsl Biauser? Uto Takoe MHULHATLHOE
cocrosuue PrCcJIOC? Kakue ecTb orpaHUYeHUs Ha 3HAUYEHHE
uHUIMaEHOTo coctostHus? [louemy? Uto takoe ['CITY? Ha uem onn
MOT'YT OBITh OCHOBaHbI? Kakue y HUX IpeuMyInecTBa U HeJOCTaTKH?




KM5 3amuTa ITK-3-31;11K-3-Y2 UYro Takoe yrposa HHpOpMaLUOHHOH OezonacHocT? IlpuBeaute
MIPaKTHIECKOM TIPUMEPHL.

paboTsl Ne 5. Kakum 06pa3oM MOTYT ObITh KJIaCCU(PUIPOBAHbI YTPO3bI
MHPOPMALTMOHHOM Oe30macHoCTH?

UYro Taxkoe ys13BUMOCTb U UM OHA OTIMYAETCS OT Yrpo3bl?
Kakum 06pa3oM MokeT OBITh MPOBe/IcHA KIaCCUPHKAIINS YI3BUMOCTEH?
Kaxkue Mozmenu 3ammts! nHGopManuy Ber 3HaeTe?

Kaxwne mpenmonoxeHus IexaT B OCHOBE MOJIENH C MOTHBIM
HEPEKPBITHEM YIPO3?

HazoBuTe npenmyIecTBa 1 HEOCTATKH MOJEIH C ITOTHBIM
HEPEKPBITUEM YIPO3.

KM6 3amura IK-3-32;11K-3-Y1 Kakas undopmanus n0mkHa ObITh cOOpaHa Ha 00bEKTE OLCHKH IS
MPaKTHIECKON MIPOBEJICHHS aHAIN3a HHPOPMAIIMOHHBIX PUCKOB?
pabotsr Ne 6. B kakux eIMHUIIAX U3MEPSIETCS PUCK HHPOPMAITMOHHOH Ge30macHoCTH?

BeiGepuTe onTUMaNbHYIO CTPATErulo YIPABICHUS PUCKAMU B
CIIETYIOIIEM CTydae: BeO-cepBep KOMIAHHN HAXOAUTCS BHYTPH
KOPIOPAaTUBHOM CETU U €T0 IPOrPaMMHOE 00ecIedene, BOZMOXKHO,
COJZICPIKHUT YSI3BUMOCTH.

Kakyto na(popMaruo HeoOX0JUMO HOIyIUTh Ha 00bEKTE OLCHKHU JUIs
ompeseNeHns yIepoa 1o yrpo3e «HapylIeHHe eTOCTHOCTH
uHpopMaun»?

Kaxyto nr(opMaIio HeoOX0 MO TOTYIHTh Ha 00BEKTE OIEHKH JUIS
OIIpeZieNieH s yiepoa 1o yrpose «HapylleHne KOH(GuAeHINaIbHOCTH
“HPOpMAITHI»?

B ciydae aHanu3a puckoB HH(GOPMALMOHHON CUCTEMBI HAa 6a30BOM
YPOBHE KaKIMH CTaHIApPTaMH B 00JIaCTH 3aIIUTHI HHPOPMAIIHI
HE0o0XOIMMO PYKOBOJICTBOBATbCS?

B ciyuae monHOTO aHANMM3a PUCKOB HH)OPMAOHHBIX CHCTEM KaKHe
HOAXO/bl OOBIYHO UCIIOJIB3YIOTCS Ha NPaKTUKe?

Kaxwe 3Tams! 1omKeH BKIIOYATh ayJUT HH)OPMAIOHHOM
6e3onacHocTH?

Kax ocymecBisiercst anami3 HHOOPMAIIOHHBIX PUCKOB, YTPO3bI U
YSI3BUMOCTH CHCTEMBI 110 IBYM (akTopam?

Kax ocymiecisieTcst aHam3 HHOOPMAIIOHHBIX PUCKOB, YTPO3BI U
YSI3BUMOCTH CHCTEMBI 110 IBYM (akTopam?

KM7 3amuta IK-3-V3;I1K-3-32 Kakue TpeOoBaHMs NPeIbABIAIOTCA K HAOOPY KPUTEPUEB AJISl OLIEHKH
IPaKTHYECKOH aIbTePHATUBHBIX peIIeHHH?
pabotst Ne 7. Kak onjenuBaeTcs BaXHOCTb KPUTEPUEB?

[puBenure knaccuUKAMIO 32124 IPUHATHS peIeHN B 001acTh
IPOEKTUPOBAHUS CHCTEM 3alLUThI HHGOPMaLUK.

HasoBuTte OCHOBHBIE JTaITBl IPUHSATHS YIIPABICHUECKUX PEICHHUH B
00JIacTH MOCTPOCHHUS 3AIUILEHHBIX CHCTEM 00pabOTKH HH(GOPMAIHN.
[IpuBenure mpuMep reHepHPOBAHNS MHOXKECTBA aJIbTEPHATHB C
IPUMEHEHHEM SKCIEPTHBIX METOIOB IIPU pa3pabOTKe CUCTEMBI 3AIUTHI
uHpOpPMALIHH.

ITpuBenuTe mpuMep UCIOIb30BAHUSI METOIA CTPOYHBIX CYMM JAJLS
COCTaBJICHHS] MATPHILIBI AIbTEPHATUBHBIX MIPOEKTOB CHCTEMBI 3aLIATHI
UH(OPMAIHH.

Coopmynupyiite mpuHnun [Tapero. B 4eM 10CTOMHCTBA 1 HEJOCTATKH
€ro MPaKTUYECKOTO MPUMEHEHUS IS IPUHATHS yIIPABICHUECKUX
peleHnit B 001aCTH MOCTPOSHHUS 3aIIUIIEHHBIX CHCTEM 00paboTKU
uapopmarmu?

Yro moHMMAETCs M0JI MapeTO-ONTUMAILHBIM MHOKECTBOM?

Kakue nonomHuTenbHBIE BOZMOXKHOCTH IPEIOCTABISET METO]
JOCTVKUMBIX LIeJIeH JJIsi IPUHATHS YIPaBICHYSCKUX PEIICHU B
00JIacTH MOCTPOSHUS 3AIIUIIEHHBIX CHCTEM 00paboTKH HH(OpMAIHN?
OmnumTe NociIea0BaTeIbHOCTD IIaroB MPH HCIO0JIB30BAHUU MTAPETO-
ONITHMH3ALUH B BEIOOPE AlTbTEPHATUBHBIX TPOCKTOB CHCTEMBI 3aIHTHI
UH(OPMAIHH.




KM8

3amura
MIPaKTHIECKOM
paboTst Ne 8.

ITK-3-Y4;I1K-3-32

B uem orianuue cereil Ilerpu oT apyrux cnoco00B MOAEIUPOBAHUS B
CHCTEMax 3aIIUThl HHPOpMAIHU?

Kakum 06pa3oM MOXKHO HHTEPIPETUPOBATH MO3UIMU U IIEPEXObI IPH
pa3paboTKe ClieHapHeB ACUCTBHSI HAPYIIUTENS HAa OOBEKTE
uHpopMaTH3aLuu ¢ ucnoiab3oBanueM cetu Ilerpu? I[Ipusenure
KOHKPETHBIE IIPUMEPBIL.

B uem 3akiodaeTcss OrpaHHYEHHOCTD HCIONb30BaHus ceret Ilerpu s
MOJICITHPOBAHHUS MIPOIECCOB, MPOUCXOAAMINX B HHOOPMATHOHHBIX
cucremax?

Kaxum 06pa3oM MOKHO HHTEPIPETHPOBATH UCIOIB30BAHHE MAPKEPOB B
cetu [lerpu npu MoaenupoBaHuu Aeiicteuil Hapymmurens? Ilpuseaute
KOHKPETHBIE IIPUMEPBL.

Kakue BbIBOJBI MOXKHO CAENATh O JOCTIXKUMOCTH KOHEUHOI! LIelH aTak
IpH 3amycke paszpadoranHoii cetu [letpu?

KM9

3amura
MPaKTHIECKOM
paboTsr Ne 9.

ITK-3-31;0I1K-1-Y3

IMepeuncnute c10COObI 3aLIUTHI IPOrPAMMHBIX IPOAYKTOB. YKa)XKUTE UX
JIOCTOMHCTBA U HEJIOCTATKH.

Kakue MeTo/ibl BKIIOUAET FOPUIHYECKAs 3alUTa IPOrPaMMHBIX
nmpoaykToB? OxapakTepu3yiTe OCHOBHBIE U3 HUX.

ITepeuncnuTe OCHOBHBIE MEX/IYHAPOIHBIE H OTEUECTBEHHbIE UCTOUHHKH
3alIUTHI IIPAaB aBTOPOB ITPOTPAMM.

B uem 3akmodaeTcs nporueaypa JuneH3upoBanus nporpamm? Kakumu
HOPMAaTUBHBIMH JIOKYMEHTAaMH PErYJIUPYeTCs MIPOLECC JTULEH3UPOBAHUS
nporpamMm?

[lepeuncnuTe TeXHUYECKHE METO/IbI 3AIIUTHI IPOTPAMMHBIX IPOYKTOB.
Kpartko oxapakrepusyiite KaxKblil U3 HUX.

Kaxkue MeTop! cTeranorpaduu MOTYT UCTIONB30BATHCS IS 3aIHATHI
IPOrpaMMHBIX IIPOJYKTOB?

CpaBHHTE METO/IbI CTEraHOrpaUUECKOMN 3aIUTHI U TEXHHUSCKON
samuTel I10.

Kakue ocobenHoct cTpykTypbl PE-(aiinoB 1ai0T BO3MOKHOCTh

3¢ eKTUBHOr0 BHEAPEHUS U(POBBIX BOASHBIX 3HAKOB?

Onwuimmre CyTh MeTOa BHeipeHus koaa B PE-(aiinel 3a cuer
pa3MelleHus Kojia B CBOOOIHOM MecTe IIPOrpaMMbl (MHTETpaLys).
Kakoit u3 metooB BHeApeHus koaa B PE-daiinbl ucrnonab3yercs B
nporpam me Filigrana? Onummre cyTs 3TOr0 METOa, €ro JOCTOMHCTBA
U HEIOCTATKHU.

Kaxkue crioco6sl 00HapykeHHs1, n3BiedeHus 1 Moaudukannu LIB3 Bel
MOXETe MPEIOKUTD JUIs U3yUYSeHHOro MeToAa 3amuTs! [10?




KM10

3amura
MIPaKTHIECKOI
pabotsr Ne 10.

OIIK-1-Y3;0IIK-1- 32

Iepeuncaute criocoObl 3a1UThl HUGPOBIX FpaduuecKux N300paKeHuUi
OT MOIU(HKAINU U HECAHKIIMOHUPOBAHHOTO UCIIONBb30BaHUS. YKaKHUTE
UX JIOCTOUHCTBA M HEIOCTATKH.

B yem 0c0OEHHOCTB POOACTHBIX, XPYIKUX U TMOJTYXPYIKHX MU(QPOBBIX
BOJISTHBIX 3HAKOB? KakoBbI OrpaHHYEHHS B UX UCIIOIB30BAHUS JJIS
3aIIUTHI YJIEKTPOHHBIX JOKyMEHTOB?

IepeuncanTe OCHOBHBIE MEXTYHAPOIHBIC U OTCUSCTBEHHBIC HCTOYHUKH
3aIIHUTHI IPaB aBTOPOB HU(PPOBOrO IrpaduIeckoro KOHTEHTA.

AunroputMm Xcy 1 By — 0cOOCHHOCTH peanu3aluu, J0CTOMHCTBA U
HEIIOCTATKH.

Aunroput™ @puipux — 0COOCHHOCTH pean3allii, J0CTONHCTBA U
HEIIOCTATKH.

Kakue MeTo/ipI cTeranorpaduu MOTyT UCTIONb30BATHCS IS 3aIUATHI
rpaduueckux ¢aitson?

CpaBHHTE METOJIBI CTETAHOTPAPHICSCKOMN 3aLIUTHI U
KPHIITOTpahUUECKOM 3aIIUTEL.

Aunroput™m B. A. MutekuHa — 0COOCHHOCTH peaTi3alliy, JOCTOUHCTBA H
HEIIOCTATKH.

B uem 3akmmrouaercst ycoBepmeHcTBOBaHKE anroputMa B.A. Mureknna
B [IPOrpaMMHBIX IPOJYKTaX, UCIIOJIb30BAaHHBIX B 1Ia00paTOpHOii paboTe?
Ouennre 3pPEeKTHBHOCTD UCCIEAOBAHHOTO ATOPUTMA IS
BcTpauBanus [IB3 ?

TMoncunTaiite MakcUMabHBIX 00beM BeTpanBaeMmoro [1B3 B OuHapHOe
n3obpaxenue pazmepom 1024128 nukceneii: a) B 6ioku 3%3 nukcens,
0) B OJIOKH 7X7 MUKCENCH.

IoncuunTaiite MakcuMabHbIX 00beM BeTparBaemoro 1IB3 B
MOJIyTOHOBOE M300pakeHue (256 rpamaiuii ceporo) pazmepom 512x256
MHUKCEIIeH:

a) B 0moku 3%3 nukcens, 0) B 6J10ku 7X7 mHKcenel.

KM11

3amura
MIPaKTHYECKOI
paboter Ne 11.

OIIK-1-Y3;I1K-3-33

CodopmynupyiiTe OCHOBHBIE OTIHYHUS CTETaHOTPADIIECKIX U
Kpunrorpadpuyeckux METOA0B 3aIIUThI HH(POPMALMOHHBIX pecypcoB. B
9eM JOCTOMHCTBA M HEIOCTATKH KaXK[0TO U3 METOHOB?

INepeuncianTe MIEeCTh OCHOBHBIX PEXXKUMOB paboThl porpamMmsl Invisible
Secrets-4.

B kakux ciydasix Bbl MOXKETEe HOPEKOMEHI0BATh UCIIOJIb30BAaHHE
Ka)kKIOTO U3 PEXUMOB?

Ouennre 3¢ dexTuBHOCTS paboTsl mporpammsl Invisible Secrets-4 ¢
rpadIIecKUMH U ayauo (ainamMu pa3nuaHbIX THHIOB. J{is 3Tor0 B
pexxuMe “creraHorpadus’”’ BCTpoiTe JaHHbIE B KOHTEIHEPhI Pa3In4HBIX
(opMaToB, CpaBHHTE ITyCTHIE H 3alI0OTHEHHBIC KOHTEHHEPHI, CleNaiTe
BBIBOJIBI.

IIpu BCTpanBaHWU JAHHBIX B PEKUME “‘cTeraHorpadus’” UCTIONb3yiTe
Ppa3IUYHbIEe AITOPUTMBI VIS U (POBAHUS BCTPAUBAEMBIX JAHHbIX.
CpaBHHTE IMyCTHIE U 3aTI0OTHEHHBIC KOHTEHHEPHI, KaK H3MEHACTCS
pa3Mep 3aI0JIHEHHBIX KOHTEIHEPOB B 3aBUCUMOCTH OT METO/A
mmdposanusa? [loueMy BBI HOTYyYMIIN TaKHE PE3YIIBTATEI, 00OCHYHTE.

KM12

3amura
MIPAKTUYECKOU
paboter Ne 12.

OIIK-1-33;0IIK-1- V2

Kakue ¢pusmdeckre NpUHIHITEI JIeKAT B OCHOBE KBAHTOBOW
kpunrorpapun?

[osicHuTe Ha3HaYeHHE U NPUHIMIT paboTH! anropurMa BB84.
Omnumure anroput™ bennera. B yem 3akirouarorcst €ro 0co0eHHOCTH?
Kaxue ys13BMMOCTH KBaHTOBBIX KpHIITOCUCTEM Bam n3BecTHbI?
IIpuBeaure npumMepsl.

Uro Takoe KBaHTOBAs 3aIlyTAHHOCTh U B KAKHX MPUIIOKEHUSAX
KBaHTOBBIX TEXHOJIOTHH 3alIUTHl HHPOPMAIIUU OHA HCIIOJB3yeTCs?
Omnumure NpOTOKOJI KBAHTOBOTO paclpeeeHus KIodel ¢
ncnonb3oBanuem OI1P.

Kakum 00pazom MOXKET ObITh OCYIIIECTBIICHA aTaka Ha MpoTokoi BB84?
Kakum 006pa3oM MoxeT ObITh OCYLIECTBIICHA aTaka Ha MpoTokoi B92?
Uro takoe PNS-araka u kakum 00pa3oM OHa OCYIIECTBIISETCS?

Yro Takoe KpUTHYECKas JUIMHA JIMHUU CBSI3HM U KaKUM 00pa3oM oHa
BeIuKciseTcs B ciydae PNS-ataku?




KM13

3amuTa KypcoBoi
paboThI

IIK-3-32;11K-3-
33;I1K-3-31;I1K-3-
VI;IIK-3-YV2;IIK-3-
V4

Uro Takoe ynpasieHUe pUcKaMy MH()OPMAIIMOHHOM Oe30nacHOCTH?
Kakue coBpeMeHHbIE CTaHAAPTHI B 0071aCTH HHPOPMALIMOHHON
0e3011acHOCTH, UCTOJIB3YIOIINE KOHIETIUIO YIIPaBJIeHus: puckamu Bam
U3BECTHBI?

[epeuncnuTe OCHOBHBIE ITAITBI HOCTPOCHUS M HCIIOJIH30BAHUS CUCTEMBI
MOHHUTOPHHTa HH(POPMAIIMOHHOH O€30MacHOCTH.

Ha3zoBuTe 0CHOBHBIE 3TAIbl METOIUKH MOCTPOCHUS CUCTEM 3aIIUTHI
urdopmarun Lifecycle Security.

Ha3zoBuTe OCHOBHBIE 3TAIbl METOIUKH OCTPOCHHUS CUCTEM 3AIIUTHI
urdopmarn Microsoft. MeTtoauka mOCTPOSHHMS CHCTEM 3aIUThI
uapopmarn CRAMM.

HazoBure 0CHOBHBIE 3TANbl METOANKH OCTPOSHUS CUCTEM 3aAILUTHI
unpopmaru FRAP.

HasoBurte 0CHOBHBIE 3TANbl METOANKH OCTPOSHHUS CUCTEM 3AILUTHI
napopmarn OCTAVE.

HasoBurte 0CHOBHBIE 3TANbl METOANUKH OCTPOSHHUS CUCTEM 3AILUTHI
unpopmarmu RiskWatch.

Cdopmynupyiite npuniun [Tapero. HazoBure ero 10CTOMHCTBA U
HEJOCTATKH NP NPUHATHH YIPABICHYECKUX PEIICHUH B 007IaCTH
MOCTPOEHHUS 3aLIUIIEHHBIX CHCTEM 00pabOTKH HH(OPMAIHN.

Kaxum o6pazom Cetn [leTpu MOKHO HCTIONB30BATh AJIS
MOJIETUPOBAHUMS IOBEJCHNUSI HAPYILIUTEINS B CUCTEME 3aIUThI
uHpopmaru?

Uro takoe MeTku B ceTsix [lerpu? Kakum o0pa3oM OHU HCTIONB3YIOTCS
MIPY MOJIETIMPOBAHUH CHCTEMBI 3aIUTHI HHPOPMAITHU?

UYro takoe no3utuu B cetsix [letpu? Kakum o6pazom onn
UCTIOJIB3YIOTCS TP MOJIEIMPOBAHUN CUCTEMBI 3aIIUTHI HHpopMariu?
Uro Takoe pa3pelleHHbIe U 3allpelleHHbIe Iepexoibl B ceTsax Iletpu?
Kakum 00pa3oM OHU HCTIONB3YIOTCS TIPH MOAETUPOBAHHH CHCTEMBI
3aUTh HHGOopManuu?

5.2. IlepeyeHb padoT, BeinoJHsIeMbIX 1o aucuuiinae (Kypcosas padora, Kypcosoii npoext, PI'P, Pedepar, JIP, I1P u 1.11.)
Kox Hassamue IIposepsiembie
WHIUKATOPBI Copneprxanue paboTbI
paboThI paboThI N
KOMITETEHLIU
P1 TIpaktuyeckas padora |OITK-1-32;0I1K-1- V1 |U3yueHre Ha NpaKTHYECKUX MPUMEpax MPOTOKOJIA TAHHBIX
Nel. U3yuenue MHOTOCTOPOHHHX BBIYHMCIIEHUH Ha OCHOBE anroputmMa RSA, cxemsl
MIPOTOKOJIOB pa3bueHus ceKpeTa ¢ TIOMOIIbI0 FTAMMHUPOBAHUS, CXEM pa3/ieNeHHs
pa3bueHus u CeKpeTa ¢ IOMOIIbIO HHTEPIOIALUOHHBIX TOJIMHOMOB Jlarpanxa u
pazaeneHus cekpera KHUTaCKOH TeopeMbl 00 ocTaTKax.
P2 TIpaktuueckas padora |OITK-1-32;0I1K-1- V1 |3yueHre IpUHIMIIOB MOCTPOCHHUS MIH(PPOB 3aMEHBI HA TIPUMEPE
Ne 2. CummerpuuHbie ummdpa [neiidepa.
KPHUIITOAJITOPUTMBI.
ugp Ineitdepa.
P3 TIpaktuueckas padora |OITK-1-32;0I1K-1- V1 |U3yuenue mmnppoB nepecTaHOBKU U MPOCTEHITNX METOIOB UX
Ne 3. lemmmpoBanue KPUITOAHAIU3a
mudpa npocToi
MIePECTaHOBKHU MPH
MIOMOIIIY METO/Ia
ourpamm.
P4 Ipakrryeckas padora (OIIK-1-B1;I1IK-3-33  [M3yueHune npunHmuna padboThl reHepaToOpa MCeBIOCTyIaiHbIX

Ne 4. Uzyuenue
PETUCTPOB CIBUIA C
JMHEeHHOH 0OpaTHOH
CBSI3bIO

KakK TeHepaTopoB
THCEBJIOCITyIaifHBIX
qHCeN

[0CJIEJ0BAaTEIbHOCTENH, OCHOBAHHOI'O Ha PETUCTPE CABUIaA C IMHEHHOU
00paTHO¥ CBS3BIO.




P5

IpakTuyeckas padbora
Neo 5. Uzyuenue
MOZEeNn
UHPOPMAIIOHHOH
0e30macHOCTH C
TIOJTHBIM MIEPEKPHITHEM

yrpo3

ITK-3-32;11K-3-
V1;IIK-3-V2

W3yuenne NpuHIMIOB MOCTPOCHUS MOJUTHK OE30MIaCHOCTH M MOJIENEH
nHdopmarronHoi 6ezonacHocTr. CocTaBIeHHE MOAEIH C TIOJHBIM
MEPEKPHITHEM YIPO3 Ha IIPUMEPE KOHKPETHOTO NMPEATIPHUATHSL.

P6

ITpaktudeckas padora
Ne6. Ananus puckos
UHPOPMAIIOHHOH
6e30MacHOCTH

MK-3-32;I1K-3-
V2;1IK-3-B1

AHaiu3 pucKoB HHPOPMALUOHHON 0€30MaCHOCTH NPEATIPUATHS 110
meromuke COBIT.

P7

[Tpaktuueckas padora
Neo 7. U3yuenue
CHCTEMBI IOAEPKKH
MIPUHATHUS PEIICHUH B
obuacti
IPOEKTHPOBAHUS
CHCTEMBI 3aIUTHI
uH(pOpMaIMU Ha
TpeIIPUSATHH

ITK-3-32;T1K-3-Y3

Wzyuenne npunuunos [TapeTo-onTUMU3auy U CUCTEMBI MTOIIEPIKKA
MPUHATHS PEUICHUI B 00JIaCTH MPOCKTUPOBAHHS CUCTEMbI 3AIIUTHI
WH(POPMAIMK Ha MTPEINPUSITHH, TOCTPOSHHOW HAa OCHOBAHUU METO/1a
JIOCTHXKHUMBIX IICJICH.

P8

IIpakTudeckas pabora
Ne 8. Pazpabotka
ClieHapueB AeUCTBUI
HapyIIUTEIs
UH(POPMAIIIOHHOH
6e30I1acHOCTH C
UCIIOJb30BAHUEM CETH
Ilerpmn.

OIIK-1-31;I1K-3-
V1;IIK-3-V4

Wzyuenne npuHIMNOB nocTpoeHus ceteid [lerpu u pazpaboTka
CIICHAPUEB JICHCTBUI HAPYIIUTENS HH)OPMAIIMOHHOM OE30aCHOCTH C
UX UCIIOJIb30BaHHUEM.

P9

IIpakTudeckas padora
Ne 9. 3amura
MPOTPaAaMMHOTO
obecrieueHus
METOAaMH
creranorpaduu

T1K-3-31;011K-1-
32;0MK-1-V3

I/ISy'{eHI/Ie crioco0oB 3alllUTBI IPOrpaMMHOTO obecrneueHus.
HpI/IMCHeHI/Ie CT@FaHOI‘pa(bI/I‘IECKI/IX MCTOJOB.

P10

TIpakTuyeckas pabota
Ne 10. 3amura
3IEKTPOHHBIX
JIOKYMEHTOB C
HCIIOJIE30BAHUEM
U(PPOBBIX BOJSHBIX
3HAKOB

I1K-3-31;0I1K-1-
32;0I1K-1-V3

MSY‘IGHHS crrioco0oB 3alIUTHI JJICKTPOHHBIX JOKYMCHTOB C
HCII0JIb30BAHUEM IlI/I(l)pOBle BOJAHBIX 3HAKOB.

P11

IIpakTuyeckas padora
Ne11.
CTEroKOMILIEKCHI,
JIOTTyCKafoIue
HCIIOJIB30BAHHE
ayIHOKOHTEHHEPOB

I1K-3-31;0I1K-1-V3

Nzyuenne nporpammuoro komruiekca INVISIBLE SECRET u
MPUHIUIIOB CTEraHOTrpadUuecKoro BCTpanBaHus HHGpOpMaLy B
ayJMOKOHTEIHEpBHI.

P12

TIpaktuueckas pabora
Ne 12. Pacuer
KPUTHUYECKOH JITHHBI
JIMHUY CBSI3H NPU
PNS-arake na
KBaHTOBBIN KaHaI

OIIK-1-33;0IIK-1- V2

H3ydeHue atak Ha KaHall KBAHTOBOM CBSI3U U pacdyeT KPUTUUECKOH
JUTMHBI TUHUH cBsA3u ipu PNS-arake Ha KBaHTOBBIN KaHAI.

P13

Kypcosas pabora.
AHanu3 puckon
UH(POPMAIIIOHHOM
0€30MacHOCTH.

TIK-3-32;11K-3-
31;I1K-3-33;T1K-3-
VI1;IIK-3-Y2;IIK-3-
V4;TTK-3-B1;01TK-1-
31;0IIK-1-32

AHanu3 puckoB HHGOPMALMOHHOK 0€30MacHOCTH O 331aHHON
METOJMKE ¥ BEIPA00TKA PEKOMEH/IAIIMHU 110 TIOCTPOCHHIO MOJUTUKU
nH()OPMAOHHOW 0€30MaCHOCTH NPEIPHATHSI.

5.3. OueHo4YHbIe MaTEePHAJIbI, HCIOJIb3YyeMble /Il IK3aMeHa (onucaHue OUJIeTOB, TECTOB U T.II.)

DK3aMEeHAIIMOHHBII OMIIET COCTOUT M3 IBYX TEOPETHUECKUX BONPOCOB. buieTs! xpansaTcs Ha kadenpe.

BOHpOCBI K DK3aMCHY:




OIIK-1-31 MeToasl MOAEINPOBaHUS IOBEICHUS HApyMUTeNs HHGOPMAOHHON Oe30nacHOCTH. [IpUHIUIIBI TOCTPOEHUS U
¢dbyHkunonupoBanus cereit [letpu:

Kakum o6pa3om Cetu IleTpu MOXKHO UCIONB30BaTh [JIs1 MOJECIUPOBAHUMS IOBEEHUS HAPYIIUTENA B CUCTEME 3aIUThI HHpOpManuu?
Uro takoe MeTkH B ceTsix [lerpu? Kakum o6pa3oM OHU MCHOJB3YIOTCS MIPH MOJICITUPOBAHHH CHCTEMBI 3aIIUTH HHPOPMALTUH?

Uro Takoe nosunuu B ceTsx Ilerpu? Kakum 00pa3oM OHHM UCIIOIB3YIOTCS IIPU MOJEIMPOBAHUY CUCTEMBI 3aIIUThl HH(pOpMAIUU?

Uro Takoe pa3pelleHHbIC U 3alpelieHHbIe Tiepexoibl B ceTsax [lerpu? Kakum o0pa3oM OHH UCHONB3YIOTCS MIPU MOICTHUPOBAHUH
CHCTEMBI 3alIUThl HHpOpMALUU?

OIIK-1-32 CoBpeMeHHBbIE METO bl KpUNTOrpaguueckoil U creraHorpaduyecKoi 3auThl MHGOPMAaLUK:

HasoBure ocHOBHBIE TPOOIEMBI M TEHICHIINH PAa3BUTHS COBPEMEHHON KPUITOrpadu.

IepeuncnuTe U NOSACHUTE aKTyallbHble HAPABIECHUs COBPEMEHHOI kpunrorpaduu.

UYro Takoe smumuntHyeckas kpunrorpadus? [TosicHUTE CynTHOCTS METO/1a, OCHOBHBIE TOCTOMHCTBA M HEIOCTATKH.

UYro Takoe romoMopdHoe mudposanue? IlosicHUTE NOCTAHOBKY 3a4aud. UeM OTIMYaI0TCA IOJHOCTbI0 TOMOMOP(HBIE U YACTHYHO
roMoMop(hHbIe KPUITOCUCTEMBI?

I'ne npumensercs romoMopdHoe mudposanue?

Uro takoe HU3KopecypcHas kpunrorpadusa? Kakoso ee nmpakrnueckoe npumenenue? [lepeunciure TpeOOBaHMs K CpEICTBAM
HU3KOPECYPCHO kpunrorpadhuu.

B uewm 3akirouaercst poTOKOJI TaWHBIX MHOTOCTOPOHHUX BBEIYHCIICHHH? KaKOBO ero Ha3HaueHue? [IpuBeanTe mpuMep peaans3arim.
Kakum o6pa3oM paboTatoT NpOoTOKOIIB! pazdueHus cexpera? Kakoo nx HazHaueHue? NpUBEIUTE IPUMEDP PEaH3aliM C IOMOIIBIO
raMMHUPOBaHHUS.

IMosicuuTe npoToKOI paszaenenus cexpera no cxeme llamupa. Kakoso ero Haznauenue? IIpuBenute npumep peaansalyu.
[osicaute mpoTOKON pasaeneHus cekpera cxeme Acmyra-biryma u ero HazHauenne. [IpuBenuTe npumep peam3aliim.

Kaxk paboraer Ourpammublii mudpa [neiidepa? [oscuute npouenyps! mudposanus U pacmudposbiBanust. OLeHuTe
KPHUITOCTOMKOCTG.

Kakum o6pa3zom ocymiecTsisiercs Aemudpopanue mudpa IpocToil nepecTaHoBKU MeTonoM ourpamm? Ilpuseanute npuMepsl
HCIIOJIb30BaHMS AJITOPUTMA [IEPECTAHOBKH B COBPEMEHHBIX CHMMETPUYHBIX KPUITOCHCTEMAX.

Kak paboTaer renepatop rnceB1ociy4aiiHbIX OCIEA0BATEILHOCTEH, OCHOBAHHBIN HA PETUCTPE C/IBUTA C JINHEHHOM 0OpaTHOI CBA3BI0?
Uro Takoe THHEWHAs CII0)KHOCTh OMHAPHOW MOCIEA0BATEEHOCTH?

UYro Takoe M-TocIe10BaTeIbHOCTh U KaKOBBI €€ CBOMcTBa?

OIIK-1-33 OcHOBHBIC KBAHTOBO-MEXaHUYECKUE IPHHIIUIIBI, JIEKAIME B OCHOBE IOCTPOEHUS KBAHTOBBIX CHCTEM 3aLIUThHI
“HPOPMALIUH:

B yem 3akirouaercs mpobiiema pacrpeiesieHus Krouell B cucTeMax 3aiuThl HHpopManun?

HasoBure KBaHTOBO-MEXaHHYECKUE IPHHIHITEI ¥ OSICHUTE MX HCIIOIB30BaHKE B MH)OPMAIIMOHHON 6€30I1acHOCTH.

Uro Takoe KBaHTOBAsi KPUIITOCUCTEMA U KAKOBO €€ HazHaueHue?

[MosicHUTE TPHHIMIT ISHCTBHS IPOTOKOJIAa KBAaHTOBOW Kpunrorpadhun BB84.

IMosicHuTe NPUHIMI 1eHCTBUS MPOTOKOJIa KBAaHTOBOH kpunrorpaduu B92.

YeM OTIIMYAFOTCS APYT OT APYTa KBAaHTOBBIE KPUIITOCUCTEMBI C TIOJIIPU3AMOHHBIM B (ha30BbIM KoqupoBanueM? [IpuBequre mpuMepsl.
HasoBure Hauboee pacnpoCTpaHEHHbIE YSI3BUMOCTH KaHAJIOB KBAHTOBOTO PACHpeICCHNUS KIIOUCH.

[osicanTe pHHIMI pabOTH CHCTEM KBaHTOBOTO pactperesieHus Kiodei. [[puBeaure mpuMepsl peatn3anui.

HasoBure 0CHOBHBIE BUABI IPOTOKOJIOB KBAHTOBOTO pacipeaeneHus kitoueil. OxapakrepusyiiTe UX MPEeUMyIIeCTBA U HEJOCTATKH.
KaxkoBsl TNCPCIICKTUBLI Pa3BUTHSA KBAHTOBBIX TEXHOJIOTHH 3al0UThI I/lH(i)OpMaI_II/II/I?

ITK-3-31 MeTos! 3aIUTHI IPOTPAMMHOTO 00ECTICUSHHS OT YTPo3 HHYOPMAMOHHOIT 6€30ITACHOCTH, METOIBI 3allIUTHI ABTOPCKHX MPaB
Ha IU(POBOI KOHTEHT:

HasoBure Leny 3auThl IPOrpaMMHOIO 0OecIIeueHusl.

Kakum 006pa3oM ocyliecTBISETCs I0pUANYEcKast U TEXHUYECKast 3aIllUTa IPOrpaMMHOT0 obecrieueHus?

IMosicHuTE TeXHUKY BHEAPEHNS KoJa B UcHONHsIeMble (aiinsl. [IpuBeauTe kiaccupuKanmio MEXaHI3MOB BHEIPEHHS.

Kakue anroputmsl BeTpauBaHus IU(POBOTO BOISHOTO 3HAKA B UCTIONHAEMbIe (aiinel Bam u3BectHsl? Ha3zoBuTe NX 1OCTOMHCTBA U
HEJIOCTATKH.

Kakum 00pa3oM ocyIecTBIISETCS 3aIUTa 3JIEKTPOHHBIX JOKYMEHTOB C HCIOJIb30BAaHUEM IIU(POBBIX BOISHBIX 3HAKOB?

INosicuuTe npuHIMI pabOTHL AATOPUTMOB BCTpaUBaHUSA LU(PPOBBIX BOJSHBIX 3HAKOB B IIOJIYTOHOBBIE U OMHApPHBIE H300paXKEHUSL.
Uro takoe creraHorpadus 1 4eM OHa OTJIMYAETCs OT Kpunrorpapun?

Uro Takoe pobacTOCTh N300PAKEHHUS M OT YE€rO OHA 3aBUCHUT?

ITK-3-33 OcHoBHBIE YTPpo3bl HHPOPMAIIMOHHO 0€30IMaCHOCTH Ha MPEANPHUSITUH:

UYro Takoe TEXHUYECKHE CIIOCOObI OpraHn3anuy yredku nHpopmanuu? [puseaure nx xiaccupUKanuio.

Yro npencrasisieT co00i BU3yalIbHO-ONTHYESCKUI KaHAN yTeukH HHpopMannu? Ha3oBuTe OCHOBHBIE CLIOCOOBI IPOTHBOICHCTBUS EMY.
Uto npeacTaBisiioT OO0 aKyCTHYECKMI ¥ BUOPOAKYCTUYECKUI KaHasl yTedkd nHpopmanuu? HazoBuTe 0OCHOBHBIE CITIOCOOBI
MIPOTUBOAEHCTBUS UM.

UYro npencrasisieT coO0H 37IeKTPOMAarHUTHBIN KaHal yTeuku nHpopmanun? HazoBuTe 0CHOBHBIE CIOCOOB! TPOTHBOAECHCTBUS €MY.
Yro npencrapisieT OO0 MaTepHaTbHbBIA KaHai yTeukd nHpopMmanun? HazoBuTe 0OCHOBHBIE CITOCOOBI MPOTHBOJCHCTBUS EMY.

Ha kakux npuHIMIAX CTPOUTCS CHCTEMa 3aIIUTHl KOHUICHINAIbHONH HHPOPMALUH OT yTedeKk?

Ha3oBure 0CHOBHBIE TEXHOJIOTHH 3aLUTHL OT yTeuek JaHHbIX. [IpuBenuTe Ux oOLLYyI0 XapaKTePUCTUKY U KIacCU(UKALUIO.




Onumute DLP-cucremsl, ux ocHoBHbIE 3a1aun. KakoBel TpeboBanus k DLP-cuctemam? Uro Takoe KOHTEKCTHBIH KOHTPOIIb U
KOHTeHTHas ¢punbTpanus B DLP-cucreme?

Onummte IPS-cucTembl, HX OCHOBHBIC H TOTIOJIHUTEIBHBIC 33/1a41, TEXHOJIOTHH ACTEKTUPOBAHUS KOH(DUACHIINATBHOW HHPOPMAIIUH B
IPS-cucremax.

Onummre IRM-cuctemsl, UX OCHOBHBIE 3371a4K 1 MEXaHHU3MBI peann3anuu. B uem 3akmoyarorcs ocobennoctu IRM-cucrem, nx
JIOCTOMHCTBA M HETOCTATKN?

Uro takoe IDL-cuctemsr? KakoBbl X OCHOBHBIE BO3MOXHOCTH M MEXaHHU3M peajn3auuu? noscHure ucnois3zopanue |IDL-cucrem mist
paccneoBaHus KHOepIpPECTYILICHHUH.

Uro Takoe aTpuOyTHBINH KOHTpOJIb tocTyna? KakoBel ero 6a30Bble MEXaHU3MBI pealu3aun?

B 4yeM cocTOUT MOJIeITb C MOJTHBIM MepeKpbITHEM yrpo3? Ha3zoBuTe ee T0CTOMHCTBA U HEIOCTATKH.

ITK-3-32 OcHOBHBIC METOJIUKH aHAJIN3a PUCKOB HHPOPMAIIHOHHOH 0€30MaCHOCTH Ha NMPEATPHUITHH:

Yto Takoe yIpaBieHHe PUCKaMH HH()OPMAIMOHHOH 6e30macHoCTH?

Kakue coBpeMeHHBIE CTaHAAPTH B 001acTH HHPOPMALIOHHON 0€30IIaCHOCTH, HCIIOJIB3YIOIINeE KOHIIETIIUIO YIIPaBIeHHUs puckaMu Bam
W3BECTHBI?

[epeuncinTe OCHOBHBIE ATANbl HOCTPOSHUS U HCIIOJIB30BAHNS CHCTEMBI MOHUTOPHHTa HHPOPMAIIMOHHOH 6€301MacHOCTH.

HazoBuTe OCHOBHBIE Tallbl METOAMKU MOCTPOCHHS crucTeM 3aiuThl nHdopmarmu Lifecycle Security.

HasoBuTe OCHOBHBIE TAIbl METOANKH MIOCTPOCHHS CUCTEM 3aIiuThl nHpopMammu Microsoft. Meroauka mocTpoCHHs CHCTEM 3aIUThI
nndopmau CRAMM.

Ha3zoBuTe OCHOBHBIE 3Talbl METOJUKH MOCTPOCHHUS CUCTEM 3aiuThl HHGopmarmu FRAP.

HasoBure 0CHOBHBIE 3TaIlbl METOAUKY OCTpOeHHUs cucteM 3amuTsl uHGopmauu OCTAVE.

HasoBuTe OCHOBHBIEC 3TAIlbl METOAUKH IOCTPOCHHUS CUCTeM 3amuThl nHpopMarmu RiskWatch.

Coopmynupyiite npuHnun [Tapero. Ha3oBHuTe ero JOCTOMHCTBA U HEJOCTATKHU PH NPHHATHH YIIPABJICHYECCKAX PELICHHUIT B 00nacTu
MMOCTPOCHHUS 3AIUINECHHBIX CHCTEM 00paboTKH HH(POPMAIIHH.




5.4. MeToaUKa OLlEHKU OCBOEHUS AUCUMIIMHBI (MoayJisi, npakTuku. HUP)

DK3aMeHallMOHHAS OI[CHKA:

OreHka "OTIMYHO" BBICTABIISIETCS CTYICHTY, TIOJHOCTHIO OTBETHBIIEMY Ha JIBa TEOPETHYECKHUX BOMPOCA IK3aMEHAIIMOHHOTO OHIIeTa,
00HapyXUBILIEMY BCECTOPOHHEE, CHCTEMAaTHUECKOE U IIy0OKoe 3HaHUe yueOHOro MaTepuala, IIpeyCMOTPEHHOT0 IIPOrpaMMOi;
YCBOMBIIEMY OCHOBHYIO ¥ 3HAKOMOMY C JAOTIOJHHUTENBHON JINTEPATYPOH 10 MPOrpamMMe; YMEIOIEMY TBOPYECKH U OCO3HAHHO
BBINOJIHATH 33JJaHNUs, IPETyCMOTPEHHBIE IPOrPaMMOIi; YCBOMBILIEMY B3aUMOCBSI3b OCHOBHBIX ITOHATHH U YMEIOIEMY NPUMEHSTh UX K
aHaJIM3Yy U PELICHHUIO NPaKTUIECKHX 3a1ad; 0e3yNPeYHO BHIOIHUBIIEMY B IPOLECCe N3yUEeHUs IUCIUIUTUHBI BCE 3a/1aHM,
IIpeyCMOTpEHHbIE (hOpMaMU TEKYIIEro KOHTPOJIS;

OneHkH "Xopouro" 3aciIy)KHUBaeT CTYJIEHT, OTBETHBLIMH MOJHOCTBHIO HAa OJIUH BOIPOC 3K3aMEHAIIMOHHOTO OMJIeTa 1 OTBETHBILIUH
YaCTHYHO Ha APYTOH BOIPOC, IPU 9TOM OOHAPYKMBLIMH ITOJHOE 3HaHUE y4eOHOTo MaTepuana, peayCMOTPEHHOTO IPOrpaMMOii;
YCIICIIHO BBIMOJHUBIIUI BCE 3a1aHUS, TIPEYCMOTPEHHBIE ()OPMAaMHU TEKYILIETO KOHTPOJIS;

OneHka "y/I0BIETBOPUTENBHO" BBICTABIISIETCS CTYICHTY, OTBETHBIIEMY ITOJHOCTBIO TOJIBKO Ha OJWH BOIPOC HK3aMEHAIIHOHHOTO
Oniera WM JIOMYCTHBLIEMY IIOTPEIIHOCTH B OTBETE HAa BOIPOCH 9K3aMEHAIIMOHHOT0 Omiteta ¥ obrafaronieMy HeoOX0IMMBIMU
3HAaHUSIMU JJIS1 UX YCTPaHEHHUs 0] pyKOBOJICTBOM IPEIIOIaBaTerIs;

Onenka "HeyIOBIETBOPUTENHHO" BBICTABISIETCS CTYEHTY, HE OTBETHBILIEMY Ha JIBa BOIIPOCA IK3aMEHAIIMOHHOTO OuIiera,
00HapyXUBILIEMY IPOOEIBl B 3HAHUK OCHOBHOT'O MaTepUalia, MPeyCMOTPEHHOTO MPOrpaMMOii, JOMYCTUBIIEMY MPUHIUITHAIEHBIC
OIIMOKH B BBITOJHEHHH IPEIYCMOTPEHHBIX POTPaMMOi 3a/IaHHMi; He BHINOJIHUBIIEMY OTAENbHBIE 3aaHus, TPEAYCMOTPEHHBIE
(hopMaMu TEKyIEro KOHTPOJISL.

OrieHKa 3a KypcoByO pabory:

O1eHKa «OTIMYHOY» CTAaBUTCS, €CIIH:

— KypcoBasi padoTa BBITIOJIHEHA B TIOJTHOM 00beMe U COOTBETCTBYET 33/IaHHIO;

— MOSICHUTENbHAS 3aHCKa COCTaBJICHA aKKypaTHO, IIOCIEA0BATENBHO € YUeTOM TpeOOBaHUI CTaHAAPTOB 110 COCTABICHHIO TEKCTOBBIX
JIOKYMEHTOB;

— MpaKTHYecKas YacTh KypcoBOil pabOTHI BEINIOJHEHA B IOJHOM 00BEME;

— BBINIOJIHEHHE KYPCOBOM pabOThI MPOXOJUIIO B IIOJIHOM COOTBETCTBHHU CO CPOKAMHU KYPCOBOT'O MPOEKTHPOBAHUS;

— 3aIUTa KypcoBoii paboThl IPOBEEHA IPAMOTHO C AEMOHCTpaIKel BceX BO3SMOXKHOCTEH pacCMOTPEHHON METOIMKH aHaJIM3a PUCKOB.

OHCHKa «XOPOIIO» OOITYCKAcCT:

— HEKOTOPbIC OTCTYIUICHHUS OT rpaduka BHIMOIHEHHS KYPCOBOTO POSKTHPOBAHUS,

— CYILIECTBOBaHUE HE3HAYMTEIBHBIX OTPEITHOCTEH B 0(OPMIICHHH TOSICHUTEIBHOM 3aIIMCKH U Pean3alii MCTOANKY aHaIn3a PUCKOB
(mpakTHYeCKOil YacTu KypcoBOW paboThI).

— HEJJOCTATOYHO MOJHBIMU PEKOMEHAAIMSIMH 1O (JOPMUPOBAHKIO TIOJUTHKH 0E€30MIACHOCTH OpraHU3allUH.

OL[eHKa «YOAOBJIETBOPUTCIIBHO» JOITYCKACT:

— CYILIECTBOBaHHE OUIMOOK, HETOUYHOCTEH U HENOCIICA0BATEIbHOCTH IIPH COCTABJICHUH MOSCHUTEIBHOM 3aITUCKH;

— 3HAYUTEJIbHBIC OTCTYIUICHHS OT TpeboBanuit ECKJI npu BHIMOIHEHUN TIOSICHUTEIILHOM 3aIUCKU;

— OTCYTCTBHE MOJIPOOHOTO ONMCAHUS PACCMATPUBAEMBIX PUCKOB U YSI3BUMOCTEHH;

— OTCYTCTBHUE CaMOCTOSATEIILHOCTH U TBOPYECKOTO 0JIX0/1a P (HOPMYITHPOBKE PEKOMEHAALNH 110 (POPMUPOBAHHUIO TIOJIU TUKU
0€30IacHOCTH;

— 3HAYUTEJIBHOE OTCTYIUICHHE OT CPOKOB BBIITOJHEHUS KYPCOBOW paboThI;

— HEIOCTAaTOYHO TPAMOTHYIO 3aIUTY ¥ HEMTOJHYIO IEMOHCTPAIHIO BO3MOXXHOCTEH paccMaTpuBaeMOi METOTUKH aHATN3a PUCKOB.

OrneHka «HCYIOBJICTBOPUTEIIbHO)» AOIYCKACT:

— HECOOTBETCTBUE KypCOBOI PabOTHI 3aaHHIO;

— OTCYTCTBHE y4eTa TpeOOBaHHI CTAaHAAPTOB MO 0(OPMIICHHIO TEKCTOBBIX JOKYMEHTOB IIPU COCTABJICHUH TTOSICHUTENBHOM 3aIiCKY;
— TMOJIHOE OTCYTCTBHE OMHCAHUS PACCMATPUBAEMBIX PHCKOB U YSI3BUMOCTEH;

— CYILIECTBOBaHHE OLIMOOK M HEIOCIE0BAaTEIbHOCTH B pealln3allii METOANKH aHaJIN3a PUCKOB;

— 3HAYUTEJIBHOE OTCTYIUICHHE OT CPOKOB BBIITOJHEHUS KYPCOBOW paboThI;

— HECIIOCOOHOCTh I'PaMOTHO 3aIUTUTh KYPCOBYIO paboTy.

6. YHEBHO-METO/MYECKOE © THOOPMAIIMOHHOE OBECIIEYEHHE

6.1. PexoMeHyeMas JutepaTypa

6.1.1. OcHoBHas1 JIUTEpPaTypa

ABTOpLI, COCTaBUTCIIN 3armaBue bubnmorexa I/I3Z[aTeJ'H>CTBO, rong




ABTOpBI, COCTaBUTEIHN 3arnaBue Bubnmoreka UznarenbcTBO, TOX
JI1.1 |®abpuunos A. T, KoundunenunansHoe DJeKkTpoHHas OuOIMoTeKa Mockaa: Jloroc, 2011
Jémymkun A. C., JIEIONPOU3BOJACTBO U
Konpgpamosa T. B., 3aIIUIIEHHBIA AIEKTPOHHBII
Kynses H. H. JOKYMEHTO00O0POT: y4eOHUK
JI1.2 |Unbuues E. B., KBanToBas nandopmaTrka u DJekTpoHHas OuOIMOTEKa Hoocubupck: HoBocnbupckuii
I'puntepr 4. C. KBAaHTOBbIE OMTHI HA OCHOBE rOCyJapCTBEHHBIN TEXHUYECKUI
CBEPXIPOBOHUKOBBIX yHuBepcureT, 2013
Jk03e()COHOBCKUX CTPYKTYP:
yueOHHUK
JI1.3 |Hectepos C. A. OcHoBBI HH(POPMAIIMOHHOH DJekTpoHHas OuOIMOTEKa Cankr-IlerepOypr:
6e3onacHocTH: yueOHOe nocodue WznarenbcTBO
[onurexHnyeckoro
yHuBepcureTa, 2014
JI1.4 |Wmykosa E. A., Kpunrorpaduueckue DJekTpoHHas OuOIMOTEKa Taranpor: FOxHbIi
Jlo6oBa E. A. NIPOTOKOJIBI ¥ CTAHIAPTHI: dbenepanbHbIl YHUBEPCUTET,
yuebHoe mocobue 2016
JI1.5 |KupnuunukoB A. I1., |Kpunrorpaduueckue Metonpl | InekTpoHHAas OMOIHOTEKA Kazans: Kazauckuit
XaitOymmHa 3. M. 3alUTHl KOMIIBIOTEPHOI HaIlMOHAJIbHBIN
uHpOpMaIuK: yueOHOE mocobue HCCIIeI0BATEIbCKUI
TEXHOJIOTHYECKHI YHUBEPCUTET
(KHUTY), 2016
JI1.6 |Menbuukos B. I1., HNudopmanuonHast Bu6mmorexka MUCuC M.: ACADEMIA, 2008
Kneiimenos C. A., 0€30IacHOCTh M 3alIllUTa
Ietpakos A. M., uHpopMaIuK: yued. mocodue
Krneiimenos C. A. JUISL CTYA. BY30B, 00y4. IO CIIell.
230201 "UudopmaroHHbIe
CUCTEMBI U TeXHOJIoTUn"
JI1.7 |Koctur B. H. MeToabl U CpeicTBa 3alUTHI OnekTpoHHas OuOIMoTeKa M.: [MHUCuC], 2018
KOMITBIOTEPHON HH(pOPMALUH.
Kpunrorpapuueckue MeTo st
sarmuThl nadopmarun (N 3086):
yue0. mocobue
6.1.2. JlonoHuTeIbHAS IUTEPATYPa
ABTOPBI, COCTABHTEIH 3arnaBue Bubnmoreka U3natenbcTBO, TOX
JI2.1 |bamue I1. H., Wndopmarronnast OnexTpoHHas OubInoTEKA Mocksa: EBpaszuiickuii
Bapanoga E. K., babam |6e30macHOCTb: yueOHO- OTKPBITBIA UHCTHUTYT, 2011
A.B. NPaKTHYECKOE T0Co0He:
yuebHoe ocobue
JI2.2 |Jlanonuna O. P. Kpunrorpaduueckue 0CHOBBI OnekTpoHHas OubIMoTeKa Mocksa: HarrionanbHbIi
Oe3omacHoCcTH: yueOHOe mocodue OTKpPHBITBIA Y HUBEPCUTET
«MHTYUT», 2016
JI2.3 |Hoppep I'. A. MeTobl ¥ CHCTEMBI IPUHATHS | DIIEKTPOHHAs ONOIHOoTeKa Kpacuosipck: Cubupckuit
pemienuii: yaebHoe nocobue (benepanbHbIN YHUBEPCUTET
(CDY), 2016
JI2.4 |Hensix A. H., Hensix JI.|AnantusHele nHGOpMaLMOHHBIE | eKTpOHHAs OuOIMoTeKa PoctoB-Ha-/lony, Taranpor:
A., bapkosckuit C. A. |cucteMsl A NOAIEPIKKU IOxHBI# denepanbHbIA
TIPUHSITHS PEIICHUI: yHuBepcureT, 2018
MOHOTpaus
JI2.5 |benunckuii A. B. KBanToBbIle u3mMepenus: yueOHoe | JnekTpoHHas 6ubimorexa Mocksa: BUHOM.
nocobue Jlabopatopwust 3Hanuii, 2015
JI2.6 |Bummnsxos . /1., OO01mast Teopust pUCKOB: yueO. Bubmorexa MUCuC M.: ACADEMIA, 2007
Pamaes H. H. rocobue I CTya. By30B, 00y4.
o cnel. "MeHeHKMEHT
opranuzauun”
JI2.7 |AnuramoB Apkaauit 3JeMeHTbI TeopuH IpadoB 1 Bbu6mmorexa MUCuC , 2009

Ourenesnd, Makapos
Ilerp Butansepny,
Cemenosa Haranbs
BsiuecnaBoBHa

ONTUMMH3AUA Ha CECTAX




6.1.3. MeTroanueckue pa3paboTku

ABTOPBI, COCTaBUTENHN 3arnaBue

bubmmorexa

W3nmarenscTBO, TOI

JI3.1

OCHOBBI 3aIIUIIEHHOTO
JIEJIONIPOU3BOJICTBA: TI0 KypCY
TexHoIOrUs 3aIIUIIICHHOTO
JOKyMEHToo0OopoTa:
METOIUYECKOE TIOCOOHE

Maxkapesuu O. b.,
Batenxo JI. K., [lIumos
A. K., KoBanenko A. B.

DJekTpoHHas OuOIMOTEKa

Taranpor: U3marenscteo TPTY,
2000

J3.2

Kucenesa 1. A. MopaenupoBaHue PUCKOBBIX
CUTyalui: yueOHo-

METOANYCCKHI KOMILIEKC

OnexkTpoHHas OubIMoTeKa

Mocksa: EBpasuiicknit
OTKPBITHIA UHCTUTYT, 2011

JI3.3

Oneiinukos C. 4.,
Bouapos C. A., IBaHOB
A.A.

Puck-MeHeKMEHT: yueOHo-
METOIUYECKUIN KOMILIEKC

DJekTpoHHas OuOIMOTEKa

Mocksa: EBpazuiickuii
OTKPBITBIA MHCTUTYT, 2011

JI3.4

Munun U. B., Munua
0. B.

3ammra KOHQUACHIMATIBHOM

JIOKYMEHT0000poTE: yueOHOe
nocobue

nH(OpMaLUK IPH IEKTPOHHOM

DJekTpoHHas OuOIMOTEKa

Hoocubupck: HoBocnbupckwmii
roCy/1apCTBEHHBIN TEXHUYECKUI
yauBepcuteT, 2011

JI3.5

Bexunos FOpwuit
Xopenosuu, Ky3pMun
IOpwuit Muxaitnosud,
Kanpimesna A6o
Edumornu

Teoperuueckas ¢pusuka: Pas.:
KBanToBas mexanuka: Yueo.

cryaenTos cren. 0406, 0629,
0606

rocoOue A7 IpaKT. 3aHATUH A1

Bbubimorexa MUCuC

M.: Vueba, 1981

JI3.6

baxapos Jleonun
Edumorny

WudopmarronHast
0€30MacHOCTb U 3aIIUTa
uHdopmanmu (pa3aess
kpunrorpadus u
creranorpadusi) (N 3854):

OnekTpoHHas OuOIMOTEKa

M.: [MACuC], 2019

JI3.7

MIPaKTHKYM
IlerpoB Annpeii MaremaTHyeckue MOAeIH
EBrenneBuu npunstus pemennii (N 3092):

y4eOHO-METOoJI. mocobue

OnekTpoHHas OuOIMoTEKa

M.: [MUCuC], 2018

6.2. Ilepeuens pecypcoB HH(GOPMALNHOHHO-TEJIEKOMMYHHKAIINOHHOH ceTH «HTepHET»

Kypc "CoBpeMeHHBIE TEXHOJIOTHH 3aIUTHI
nadopmaruu” B JOUC Canvas. Pexxum  pocrymna -

https://Ims.misis.ru/login/canvas

31 URL.: https://Ims.misis.ru/login/canvas ( mara

obpamenus 06.08.23)

OdodwurnanpHeii caiit @enepanbHoit ciryk661 PO mo https://fstec.ru/
np  |TaMOeHHOMY i SKCTIOPTHOMY KOHTPOJTIO. Pesxum

noctyna URL: https:/fstec.ru/ (mata oOpamieHus

01.09.2023).

6.3 Ilepeyenb MpOrpaMMHOro odecrevdeHust
I1.1  [Win Pro 10 32-bit/64-bit
1.2 |LMS Canvas
1.3 |MS Teams
1.4 |WIinRAR
6.4. llepeyennb nHGOPMANMOHHBIX CHIPABOYHBIX CHCTEM U MPO(ECCHOHANBHBIX 023 JTaHHBIX
N.1 |l. DnexrponHo-6ubiunoreynas cucrema "Jlaup" (https://e.lanbook.com)
5 2. ScienceDirect - 6a3a MOJHOTEKCTOBBIX HAYYHBIX )KYPHAJIOB U KHHUT H3/aresibcTa Elsevier

H. (https://www.sciencedirect.com)
n.3 |3.Scopus - enunas pedeparuBHas 6a3a aHHBIX Hay4HBIX mybnukammii (https://www.scopus.com)

7. MATEPHAJIBHO-TEXHUYECKOE OBECIIEYHEHME

Ayn. | Hasuauenne

OcHarteHnue




b-734 JlexuroHHas ayAuTOpH KOMIUIEKT yueOHoM Mebenu Ha 140 mecT i1t 00ydaromuxcs,
pabouee  MecTO  TpemojgaBaTens,  MyJIbTUMEAUHHOE
obopynoBanue, HOyTOyK ¢ nocrynom Kk UTC «HHTepHET”,
OUOC yHuBepcuTeTa Yepes JIMYHbIH KaOWHeT Ha 1atdhopme
LMS Canvas, nuiensnonssie nporpammsel MS Office, MS
Teams, ESET Antivirus u TexHudIecKre cpeacTBa 00ydeHus.,
CIy)Xallue U HpeJocTaBIeHHs HH(pOpManuy OOJbIIOH
ayIUTOPHUH.

Bb-835 VY4eOHast ayauropust KOMIUIEKT ydeOHOH Mebenn Ha 36 MecT 11 00yJaromuxcs,
MYJIBTUMEIUHHOE 000pyJIOBaHHE, MarHUTHO-MapKepHas
J0CKa, BeO-kaMepa, pabodee Mecto mpenomasatens, 1K ¢
nocrynoM k UTC «Muteprer», SUOC yHUBEpcuTeTa uepes
nuuHBl  kabuner Ha mmatrpopme LMS  Canvas,
nuuensuonnsie nporpammel MS Office, MS Teams, ESET

Antivirus.
YUuranbHeli 3a11| AyIUTOPHUS Ul CaMOCTOSTENbHOM pabOThl [KOMILIEKT yueOHOH Mebenu Ha 55 MecT Uit 00ydaroImuxcs,
SJIEKTPOHHBIX M3JaHUI 50 K ¢ pmoctymom & HWTC «Uutepuer», SUOC

YHUBEpCUTETa depe3 JMYHbIH kaOuHeT Ha miathopme LMS
Canvas, muriensuonnsie mporpammsr MS Office, MS Teams,
ESET Antivirus.

8. METOAUYECKHUE YKA3AHUSA 1JISA OBYYAIOIIIUXCA

JIMCIUIUTHHA OTHOCUTCS K TOYHBIM HAyKaM U TpeOyeT 3HaUUTEIbHOI0 00beMa CaMOCTOATENbHON paboThl. OTAeNbHBIEC YUeOHbIE
BOIIPOCHI BEIHOCSTCSI HA CAMOCTOSTEIBHYIO IIPOPAOOTKY M KOHTPOIUPYIOTCSI IIOCPEACTBOM TeKyIel arrectanun. KauectBeHHOE
OCBOCHHE JIVCIMILUTMHBI BO3MOKHO TOJIBKO IIPH CHCTEMAaTHYECKOMN CaMOCTOATeNbHOM paboTe. KypcoBas paboTa nmpoBoguTces ¢
HIMPOKUM HCIIOJIB30BAHHEM KOMITBIOTEPHBIX IPOTPaMM, KaK JJIsl BBIIOIHEHHUS, Tak 1 [Uist oopmiieHns pabotsl. [Ipaktiuyeckue paboTh
BBITIOJHSIOTCS ¢ TIOMOIIBIO KOMITBIOTEPHBIX TIPOTPAMM UMHUTAIIMOHHOTO MOJIenupoBaHus. Tak Kak CHTyalus B chepe
HH(OPMALIOHHOM 0€30IIaCHOCTH HEMPEPHIBHO U3MEHSETCSI, KPOME PEKOMEHIOBAHHOI JINTEpaTyphl, 00YJarOIINMCS CIIeIyeT
aKTHBHO HCIIONB30BATh MaTEepUaITbl MyOIHKaNnil B COOPHUKAX M JKypHAJIaX, CETH HHTEPHET U COIMAIBHBIX CeTeil, 3aTparuBarolme
BOIIPOCHI 3aIuThl nHMOpManun. [IpHBETCTBYETCS TaKKe MIOCEIICHHIE CTYACHTAMHE CIICIHATN3HPOBAHHBIX BHICTABOK 110 HAIIPABJICHHIO
MHPOPMAITMOHHOMN 0€30MACHOCTH U 3alUTHI HHPOPMALIUH C TeM, UTOOBI CPOPMUPOBATh HanOOJIee ETOCTHOE U aKTyaJIbHOE
npeJcTaBiIeHue 00 N3y4aeMoil TUCIUIUINHE.




