OT3bIB
Ha aBTOpedepat AnccepTalnOHHOM padoThI
KAPOBOH Osbru Opresnsr,
BBIIIOJIHEHHOM Ha Temy:

«MoaennpoBanue MapamMeTpoB BO31eHCTBHS A1eCTPYKTHBHBIX MOTOKOB
AAHHBIX HA TEXHOJIOTHYECKYIO CeTh NPOMBIILIEHHOTO NpPEeANPHSITHS»,
HMPCACTAaBICHHON Ha COMCKAHHE YYCHOIl CTereHH KaHAMJATa TeXHHYECKUX HayK 110
ClICHaJIbHOCTH
2.3.1 - CucreMHbli aHaJlu3, ynpasjieHue u obpaborka MH(OPMaLIMK, CTATHCTHKA

AKTYaIbHOCTE paboTbl  06ycioBneHa TeM, H4TO nocieHee Bpems
HPOMBILLICHHBIC NPEANPUATHS UCTIBITBIBAIOT TOCTOSHHO BO3pacTarollee JaBieHue
kuOeparak. [lo onpeneneHHOro MOMEHTA KMOEpYrposbl ObLIM  aKTyalbHb
MCKIOUHMTEIRHO 171 KOPHOPATHBHAIX ceTeil, OZHAKO, MOCJIe MHUKIEHTA C YyepBem
Stuxnet B 2010 roay, arakyirouum SCADA, crano ACHO, YTO INPOMBILUIEHHbIE
PCANPUATUS TAKXKe TOABEPIKEHbI KMOepyrposam, npu sTom puckH Bo3eHcTBUS
BeCbMa  BeaMKM. Ilpunumas Bo BHHManue CrieHUpUKY M apXUTEKTypy
'POMBILICHHBIX M TEXHONOIHYECKUX CeTeid, OYCBH/IHO, YTO CJIOKHBIE CHUCTEMBI
3ALUUTBI B HUX HENIPUMEHHMbI, @ YYHTBIBAS CTOUMOCTL obopynoBaHus u
MPOTPaMMHOro obecriedeHns A71s HOCTPOCHHMS TeXHOMIOMHYECKIX CETeM, 3aTpaThl Ha
PeATN3allUI0 3aUIMTHBIX MOI{)’J’Ieﬁ IMPOMBIILIJIEHHBIMH Hpe,HHpHHTPIHMI/I, 3a4acTylo,
Alajke He paccMaTpUBalOTCS.

B paBote asrop PaccMaTpyuBaeT CLEHAPUM NPOBEAEHUS BO3ICHCTBH
ACCTPYKTUBHBIX IIOTOKOB JAaHHBIX Ha YHPABJISIIOMIME Y3JIbl TEXHOJOTHYECKOH ceTh
TIPOMBIITICHHOTO NIPEANPUATHS, pa3aesiss Y3IbI-LIETH Ha J1Ba THIIA — BeG-pecypc u
TOKaNeHBIA y3en. B npomuecce MTPOBEACHHBIX HCCIeI0BAHUMH aBTOPOM BBISIBIIEHO,
HTO Ha BeO-pecypchkl NMpoBOAATCS BO3eHCTEHS c HCIOJIb30BAHWEM HPOTOKOJIOB
TPAHCIIOPTHOrO M NpPHUKIAAHOIO ypOBHeH Moje/y OSI, a Takke yposus
HPCACTABICHNS NaHHBIX, KOTOPBIE HATIPABJIEHb! Ha MCTOLICHUE BBIYUCIIUTESLHBIX
PECYpCoB ysna. B Toxe BpeMs, Ha JoKabHBIe Y3/1bl  BO3ZEHCTBUSI MOTyYT
NMPOBOIMTBCS € HCMOJB3OBAHHEM MPOTOKONOB 106bIX YPOBHEH, Kak ¢ Leibio
MCTOLLEHNS BBIMMCIIUTENBHBIX PECYPCOB Yy3Ia, TaK K MCTOLLEHHsI KaHalla. Ha ocHoBe
dHajlu3a  CUCHapUeB BO3JeHCTBUIl ACCTPYKTHBHBIX TMOTOKOB JAaHHBIX Ha
YIPaBMSIOIIME Y37kl B TEXHONOTHYECKUX CeTsX NIPOMBILIIEHHOTO MPeANpPHUSATHS |
pa3paboraHHoi aBTOPOM  YHUBEPCAJbHOW  MeTONUKH NPeI0TBpaLIEeHHMS]
MOCIeNCTBUH BO3ACHCTBHA GbLia co3naHa TIPUHLHUITMANIEHAS CTPYKTYpa MOMYJIs
3aUIHTBI, [IPUHIMIT PaBOTh KOTOPOTO 3aKMI0YaETCS B MOHHTOPHHTIE CTATHCTHYECKHX
MApaMETPOB IOTOKOB NaHHbIX, BBLIGPAHHBIX IS KOHKPETHOH TEeXHOJIOrM4eCcKoii
cetu. Ilpennaraemsie aBropom MPOUCAYPBI O aanTauuy MOLYJIS MOJ YCIOBHS
SKCILTyaTalMy B KOHKPETHOH TeXHOJOTHYecKoil CeTH, IIPENJiaraeTcsi BBIMIOJIHUTH




AL MAKCUMAIIbHOM  3alUTLl U ONTUMM3AUMK €ro paboThl, Tak Kak B CUIlY
OFPAHUYEHHBIX  BBIYHUCIHTEBHBIX  BO3MOIKHOCTCI y3JIOB, Ha  KOTOpbIE
YCTAHABIIMBACTCS MOAYIIb, U3OBITOYHOCTE (ynkuMonana HegonycTuma,

[lo npeacrasnenHoit Ha PELEH3MPOBAHHE  J(HCCEPTALHOHHON  paboTe
MMCIOTCS CIICAYIOLLHUE 3aMeYaH s :

- B paboTte He NIPUBCACH allrOPUTM paboThl MOJZIyJsl 3allUTBl M ero
B3aUMOJICHCTBHE ¢ MOy IeM CUTHA/IM3all|uK, YCTAaHOBIEHHBIM Ha APM oneparopa;

- B pabote He PacCMaTpyBaeTCst COBMECTUMOCTD MPeaIaraeMoro 3alIMTHOIO

MOLYIA ¢ MPOrpaMMHBIM 0O€CTIeYeHHeM YIpaBsioLX Y3J710B W MPHHLMIBl HX
MUHTETpaLyH.

YKazaHHble 3aMeYaHUsi HOCAT YacTHbII XapaKkTep M Ha TepPCIeKTHBY, He
SIBJIAIOTCS  NPMHUMITHANBHBIMK, a TakKe HEe CTaBsT MOl COMHeHHe obliee
HMOJIOKUTEIbHOE  BHeuaTIeHHe 00  HCClIeq0BaHUHY, MO3TOMY  CHMTAIO, YTO
AMCCEPTALNA [IPEACTABIACT COOON 3aKOHYEHHYIO Hay4YHO-KBaIU(PUKALMOHHYIO
padoTy, B Hel Ha BBICOKOM Npo(eccHOHAIbHOM YPOBHC IaHO pellieHHe aKTyaIbHOM
Hay4HO-NTPaKTUYECKOM 3a]1aut, 110 00beMy BBINOMHEHHbIX MCCIIeI0BaHU I, HayUHOI
HOBH3HE, IOCTOBEPHOCTH M NMPAaKTHYECKOM 3HAYUMOCTH NIOJIyYEHHBIX Pe3y/IbTaTOB
1 BLIBOZIOB 1uccepTaunonHas pabota «Moaenuposanue rapaMeTpoB BO3JE€HCTBUS
ACCTPYKTUBHBIX TMOTOKOB NAHHBIX Ha TEXHOJIOTHYECKYIO CeTh TMPOMBIILIEHHOIO
HPCANPUATHA» TIOJTHOCTBIO COOTBETCTBYET TpeGoBauuaM «[1onosKkenns o NopsiJIKe
HPHCYHNICHNS y4eHBbIX crenenei» B HUTY MUCHUC, a ee aBtop JKaposa O.IO.
3aCIy)KUBACT NPUCYXKICHHE YUeHON CTENeHH KaHauIaTa TEXHHYECKUX HAyK 10
cneunanbHoctd  2.3.1 —~ CucTeMHBIHt  aHanus, ynpamjieHHe U obpaborka
HH(OPMALHH, CTATHCTHKA.

Havanbnnk naboparopuu temmeparypHpix i ,
renodusudeckux CU Nod42, k.1.4.
DBY «PocrecT-Mockay Caucrynos M.H.




