OT3bIB
Ha apropedepar JHCCePTALHOHHON paboThI
Kaposoii Oabru KOpbeBubi,
BBIMOJIHEHHOH Ha TeMy:

«Mojaenuposanne napamMerpoB BO3ICHCTBHS 16CTPYKTHBHBIX OTOKOB
AQHHBIX HA TEXHOJIOIMYECKYH) CeTh NPOMBILLIEHHOTO MPEANPUSITHS,
MPEACTABJICHHON Ha COMCKAHHUC YYCHOH CTENEHN KaH/M/1aTa TEXHHYECKUX HayK
MO CreUHaIbHOCTH
2.3.1 = Cucremublii ananus, ynpasictue 1 06paGoTka HHYOPMALHH, CTATHCTHKA

B Hacrosiulee BpemMs aBTOMATH3HPOBAHHbIE CHCTEMbI YIPABICHHS TEXHOJIO-
ruieckuMu npoueccamu (ACY TII) ABAsAIOTCS 4acTbio HH(POPMALMOHHBIX CHCTEM
MHOTHX XO3SHCTBYIOIMX CyOBekTOB. B 00umieM ciyyae TexHoIOrHYecKas CeTh
(TC), Brmouaromas cerment SCADA/HMI, cerment PLC M cerMeHT RTU, aBns-
eTest 4acTeio KopriopatnBHO# cetr (KC). TC szanmopeiictayer ¢ KC nocpeactsom
CepBCpa 1UI03a (JISMHIMTapU30BaHHas 30Ha, DMZ), Gnokupyromero nepenaqy
YHPABIIAIOIKX KOMAaHA B HampasicHuu «yctpoiictBa B KC — yerpoiicrsa B TCw,
TAKUM 00pasoM yNpaBJeHHE TEXHOJIOTHYECKMMH [POLECCAMH OPraHU3YeTCs HC-
KIIFOYMTENILHO B TEXHOJIOTHUECKOM CETH.

Tak kak TeXHONOrHYECKas CeTh BXOAMT B COCTAB KOPMOPATHBHOM CeTH, Cy-
[IECTBYCT BEPOATHOCTH INMPOHUKHOBEHMA B TC 1oOCpeCTBOM BEKTOpA aTak:
I. Hony4enne/mospiuenne npusunernii 8 KC; 2. 3akpennenue B KC; 3. [Monyuenue
pocryna k TC.

B 2021 r. cnennanuersl no uHGOpMaLMOHHON 0€3011aCHOCTH B X0/1€ TECTH-
POBAHHA 3aLIMIICHHOCTH MPOBEJIH YCIICUIHbIC ATAKH M MOJIYYHIIH D0CTYII K TEXHO-
JIOTHYECKUM CeTsiM 75% OTEUeCTBEHHBLIX IPOMBIIUICHHBIX KOMIIAHHN JHaxke IpH
HAJIMYHK ACMHIIMTAPH30BAHHOM 30HbI 3a CUET YA3BUMOCTEH OMEpallHOHHbIX CHCTEM
M IIPOIPAMMHOr0 00eceueH s, HeloCTaTouHON GuibTpaiu Tpaduka B DMZ, co-
31aHus COOCTBEHHOrO KaHata B 00xo1 DMZ. TTpu stom yenemnble ataku Ha TC
MOJY4EHHE HECAHKIIMOHMPOBAHHOIO JlocTyna K kKomiioneHtam ACY TII onacHsl
KAaK C TOYKH 3pe€HHst QUHAHCOBBIX TOTEPb, TAK W C TOUKH 3PEHHS BO3SHHKHOBEHHS
ABAPHHHBIX CUTYaLMH Ha MPOM3BOJICTBE BILIOTH /IO YeJOBEYECKHUX KEPTB U TEXHO-
FEHHBIX KaTacTpod.

Mcxo/ist M3 BBILECKA3aHHOTO, aBTOP OT3bIBA CUMTAET, YTO pa3padoTKa MeTo-
AOB [OBBILICHHSA HAACKHOCTH PYHKUMOHHPOBAHNA YIPABIAIOUINX Y3JI0B TEXHOJIO-
FMYECKUX CETCH MPOMBILIIEHHOTO MPEANPUITHS B YCIOBHAX YIPO3bl BO3ACHCTBHI
AECTPYKTHBHBIX NOTOKOB JIaHHBIX SABJIAETCA AKTYAJIbHOW HAYYHO-TIPAKTHYECKOMH 3a-
JlayeH.



ABTOpOM JHCCepTalHOHHOMN paboTsl 060CHOBAH BBIOOP HCXO/IHOIO MHOMKe-
CTBA KPHUTCPHEB OLICHKH ACCTPYKTHBHbBIX TOTOKOB JaHHbIX. Ha OCHOBE aHaIM3a B3a-
HMOCBSI3€H 1 3aKOHOMEPHOCTEH M3MEHCHUS CTATHCTHYCCKHX apaMeTpoB MOTOKOB
AQHHDIX TIPEJUIOKCHA MCTOIMKA OIPC/ICIICHHS BHIA BO3JCHCTBUS (HA YS3BUMOCTD,
unTeHcnpukanms). ChopMuposana nepapxuueckas Mojesb, peAHa3HAYCHHAA JUIA
IIPOTHO3MPOBAHHA HMCXOAA BO3JACHCTBHMS NECTPYKTHBHBIX IOTOKOB JAHHBIX Ha
YUPABJIAIOWIHC Y371kl TCXHOIOIHYECKOH CETH NPOMBILUIEHHOTO Tipeanpusitus. CH-
CTEMa MpaBHJI, COCTAB/ICHHAA ABTOPOM JIMCCEPTALIMOHHOM paboThl MPH OCTPOSHHH
MCPAPXHUCCKOH MOJCIH, M03BONMIA Pa3paboTaTh HanmpapieHHbIH rpad Bo3ieii-
CTBHA JACCTPYKTHBHBIX MOTOKOB JAHHBIX W AATOPHTM MPOTHO3UPOBAHHS TIOC/IE/]-
CTBUH BO3/IeHCTBHH Ha y3ibl. [Ipeuiokena yHHBepCanbHas METOAMKA OIIpeIeJICHHUSI
yliepoa 1 NpeoTBPallCHUs [TOCIEACTBII BO3AeHCTBHI 1CCTPYKTHBHBIX MOTOKOB
JAAHHBIX Ha ynpasisiolide. MeTojnka anpoOupoBaHa juls CUCTEMbl BEHTHIISLIMH
[IPOMBILICHHOTO NpeAnpuATHst. [Ipe/uiokena npuHIMITHANBHAS CTPYKTYPA MOIYJIS
3AUIUTBI, IIPUHLHI PAOOTHI KOTOPOr0 3aK/IK0YACTCs B MOHMTOPHHTE CTATHCTHYCCKHX
MapaMeTPOB MOTOKOB JAHHBIX, BbIOPAHHBIX JISi KOHKPETHOW TEXHOIOrHYECKOIl
CeTH,

Mexoast U3 BbILICCKA3aHHOTO, HOBM3HA HAYYHBIX HCCIE0BAHUMH, HayUHble
[MOJIOKCHUA, IPAKTHYECKASA 3HAYUMOCTD IMCCEPTALIMOHHOM pabOThI, 0003HAYEHHBIC
B IPEACTABJICHHOM Ha OT3bIB aBTOpedepare, He BbI3bIBAIOT COMHeHUH. [TpeioxeH-
HBIC aBTOPOM JIMCCEPTALMOHHOH pabOThI pellieH s YKIaAbIBAITCS B TPOBOIHMYIO
B Poccuiickoii deaepaunn nomutky paspaboTKH H HMIOPTO3AMELICHHS OTeUe-
creeHHoro [10.

AsTopedepaT oQopmIeH B cooTBeTCTBHE ¢ TpeboBanuamu BAK, nocienosa-
TSJILHOCTE M3JI0KCHHUA MPEJICTABICHHOIO MaTepHala M ero HaydHasi CTHJIMCTHKA
MO3BOMISIOT CHOPMUPOBATL MPEACTABICHHE O CYTH JAMCCEPTALMOHHON pPaGoThL.
ANpo0aLKst OCYUIECTBIIATACH HA MEALYHAPOAHOMN HAyUHOI KOH(EPEHILHH, MaTePH-
AJIbl U3JIOKCHBI, B TOM YHCJIEC, B PCLCH3UPYEMBIX Hay4HbIX KypHajaax, 4To B COBO-
KYMHOCTH 1103BOJIET FOBOPHTH O MPOBEAEHHUH YKCIEPTHU3bI PadOThI HAYYHBIM CO00-
[LIECTBOM.

3ameuanus,

I. Mexonst 3 Pucynka | aBropedepara, uMuTalnonnas Moens crpoutest as OC
Windows, nenonbsyromei cereByto moaeis TCP/IP. [lpu 91om 1o TekeTy aBTope-
(epara u Ha Pucynke 6 aBropom rpusontest moaens OSI.

2. Ha Pucynke | B kayecTBe UCTOUHMKA JAE€CTPYKTHBHBIX [IOTOKOB JAHHBIX U 1€/
BO3CHCTBHS 0003HAYEHbI, B TOM YHCJIe, KOHIIEHTPaTopbl (ycTpoiicTBa yposts L1
mozienn OSI). I1pu sTom aBTopom paboThl Ha PHeyHKe 7 yKasbiBaeTcs, 4TO YPOBCHb
L1 He paccmarpuBaerces.



3. ABrop YKa3bIBACT, UTO BO3NEHCTBHS, HATPABICHHbBIE HA HCTOLLCHHE BbIYHC/IH-
TCILHBIX PECYPCOB, HMEIOT CBOEH 11€/1bI0 MAKCHMAIBHO HAIpy3UTh IPOLECCOP Y3/1a;
HC PaCCMaTpHBACT PH ITOM, TAKHE ATAKH HA HCTOLICHHE PECYPCOB KaK HEIOMyCTH-
MO€ paclpe/ie/iecHHe OMCPAaTHBHOH TIAMSATH, €€ «YTEYKH», ucyepnanue; deadlock
[IPOLECCOB MM HX MEPEBOA B cOcTOsHUE race condition.

3akaiouenue.

[IpuBe1eHHbIC 3aMEYAHUS HE CTABST MO COMHEHHE JJOCTOBEPHOCTh M HaYY-
HYIO LCHHOCTD PE3y/IbTATOB IMCCEPTALMOHHOIO HCCIIE TOBAHHS. ABTOp OT3bIBA CUH-
TacT, 4TO JAuccepTraums npeacrasiser coboii 3AKOHYECHHYI0 HaAYYHO-KBATH(HKAIM-
OHHYIO paboTy, B KOTOPOH, Ha OCHOBAHMH [POBEACHHbIX TCOPETHUYECKHX U IKCIIe-
PUMCHTAJILHBIX HCCIIC/I0BAHNMH, IPUBE/IEHO PEllCHHE AKTYaJbHOH HAY4YHOH M [paK-
THYECKOH 3a/1a4H NOBBILIEHHS YQHEKTHBHOCTH H HALEKHOCTH (GYHKUMOHHPOBaHMS
YUPABJIAIOLINX Y3/I0B PA3/IMUHBIX YPOBHEH TEXHONOTHYECKHX CeTeil IPOMBILLIJICH-
HOTO NIPCANPHATHSA B YCII0BUAX YTPO3bI BO3ACHCTBHSA JECTPYKTHBHBIX IOTOKOB J1aH-
HbIX. 110 00bEeMy BbIMOMTHEHHBIX HCCJIE/I0BAHHH, HAYYHOH HOBHU3HE, IOCTOBEPHOCTH
W NPAKTHYCCKOH 3HAYHMOCTH MOJTYHCHHBIX PE3yJIbTATOB H BBIBOIOB JAHCCEPTALMOH-
Has pabdora «Moaenupopanne [IapaMETPOB BO3ACHCTBHUS JICCTPYKTHBHBIX ITOTOKOB
AdHHBIX Ha TEXHOJOTHYECKYIO CEThb IPOMBILIICHHOTO MPEANPUATHSY MOIHOCTIO
cootTsercTByeT TpeboBanusm «llonoxenns o nopsjxe IIPUCYKIAECHHS YUEHBIX CTe-
neneri» 8 HUTY MUCHUC, a ee asTop Kaposa O.10. saciyxkunsaer npucyxnenue
YYCHOH CTENEHN KaH/I1/1aTa TeX HUUECKUX Hayk 1o crieuranbHocT 2.3.1 — Cucrem-
HBII aHasIu3, ynpasieHue u o6paboTka MH(OPMALIHH, CTATHCTHKA.,
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